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and effect.”); Iowa Code Ann. § 204.201 (“Annually, within thirty days after
the convening of each regular session of the general assembly, the board
shall recommend to the General Assembly any deletions from, or revisions
in the schedules of substances, enumerated in [the statute].”); 63 Okla. Stat.
Ann. § 2-201(B) (“The Board of Pharmacy by rule may classify new prod-
ucts determined to have a potential for abuse as controlled dangerous
substances after notice and hearing; provided that such rule shall be sub-
mitted to the next regular session of the legislature, and such rule shall
remain in force and effect unless a concurrent resclution of disapproval is
passed.”); Tex. Rev. Stat. Ann., Art. 4476-15, § 2.09(a) (“The Commis-
sioner may not add any substance to the schedules if the substance has been
deleted from the schedules by the legislature but failed to pass when
considered by a quorum of either house.”); W.Va. Code § 60A-2-201(a)
(“The state board of pharmacy shall * * *, on the first day of each regular
session, recommend to the legislature which substances should be added to
or deleted from the schedules . . . .”).

8 By definition, uniform state laws operate in areas in which exclusive
federal preemption either is not constitutionally available or, if possible, is
not seen as a practicable legislative remedy. Furthermore, neither uni-
formity nor “cooperative federalism” requires that the several states strip
themselves altogether of their sovereign right to legislate in this area.
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CRIMINAL JUSTICE INFORMATION SYSTEMS

CRIMINAL JUSTICE INFORMATION SYSTEMS (CJIS)—
FEDERAL AND STATE REQUIREMENTS FOR DATA CEN-
TERS SERVING CRIMINAL JUSTICE INFORMATION SYS-
TEMS.

January 10, 1978.

Honorable Robert J. Lally,
Secretary, Department of Public Safety and
Correctional Services.

In your recent letters you advised:

The Department of Budget and Fiscal Planning
has made a proposal to the Department of Public
Safety and Correctional Services to the effect that
the Public Safety Data Center be consolidated with
the Baltimore Computer Utility (operated by the
State of Maryland). Since the Public Safety Data
Center stores criminal history data and there exists
both State laws and Federal laws and regulations
pertaining to the storage of criminal history data, I
seek your legal opinion regarding this proposal.

Thereupon you have requested our opinion and advice on
the follewing questions:

1. Do the existing Federal and State laws and regu-
lations permit the consolidation of the Public
Safety Data Center, a Criminal Justice Agency,
into a shared computer data center; namely, the
Baltimore Computer Utility, which is not under
the management and control of a Criminal Justice
Agency?

We advise: Federal law does not prohibit a criminal justice
agency from using a shared computer located in a data center
operated by a non-criminal justice agency if the criminal jus-
tice agency has approval authority with respect to (a) access
to system facilities (manual or automated); (b) storage of
information; (¢) destruction or modification of information; (d)
assignment of responsibility for physical security of informa-
tion; (e) protection of central repositories from natural or
man-made disasters; and (f) personnel screening. State law
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does not prohibit the use of a data center operated by a
non-criminal justice agency so long as the criminal justice
information system central repository is operated by the
Maryland State Police under the administrative control of the
Secretary of Public Safety and Correctional Services with the
advice of the Criminal Justice Information Advisory Board.

2. If the answer to question number one is affirma-
tive, please specify the privacy and security
“minimum assurances” that would be imposed on
the shared computer center and set forth the type
of State agency that would be required to operate
such a center.

We advise: The applicable federal regulations specify the
privacy and security requirements for shared data centers.
See, 20 CFR Part 20, infra. See also, in explanation thereof,
Privacy and Security Planning Instructions, Criminal Jus-
tice Information Systems (LEAA Revised April 1976); Pri-
vacy and Security of Criminal History Information, SUM-
MARY OF STATE PLANS (U.S. Dept. of Justice, LEAA
National Criminal Justice Information and Statistics Ser-
vices) (undated); National Crime Information Center, Com-
puterized Criminal History Program, Background, Concept
and Policy (FBI, approved by the NCIC Advisory Policy
Board, October 20, 1976). In our opinion, the consolidation
proposed in the Phase I Plan, infra, is conceptually capable
of meeting such requirements. Of course, whether the ulti-
mate consolidation will meet such requirements will depend
upon the specific manner in which the presently preliminary

plan is implemented, and, as you know, the specific details -

thereof have yet to be developed.

3. What degree of “management control” must le-
gally be retained by the Department of Public
Safety and Correctional Services? With respect
to this question, your views are solicited as to
whether the General Assembly in enacting the
CJIS Law (Article 27, Sections 742-755), in-
tended the Secretary of the Department of Public
Safety and Correctional Services to direct the
operation and management of criminal informa-
tion data to the exclusion of any other agency of
the State. Would the CJIS legislation indicate an
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Intent on the part of the General Assembly to
Emsm.mﬁm management and control of criminal jus-
tice information by the Department of Public
Safety and Correctional Services; while Article
15A, Section 23B would mandate control by the
Secretary of the Department of Budget and Fis-
cal Planning of data processing other than that in
the field of eriminal justice?

We advise: Insofar as federal law is concerned, the “de-
gree” of management control required is that necessary to
insure compliance with the security and privacy regulations of
the Department of Justice. See, 20 CFR Part 20, infra. In-
sofar as Maryland’s CJIS statute (Article 27 , Sections 742 et
seq.) is concerned, while it clearly intends that the Secretary
of Public Safety and Correctional Services direct the opera-
tion and management of Maryland’s criminal justice informa-
ﬁob.m%mdmgv it also clearly subjects the automatic data pro-
cessing portion thereof to the central data processing author-
ity of the Secretary of Budget and Fiscal Planning. Con-

mm@smsﬁuﬁ as a matter of State law, these responsibilities are
compatible.

4. In the event you conclude that the consolidation
Ham.wmﬁ,mm to in question one is appropriate, is the
Director of the Baltimore Computer Utility the
“custodian” of criminal records and thus the offi-
cial o.ﬁmwmma with the responsibility of granting or
.ngm.ﬁm the right of inspection to the material
identified in Article 76A, Section 3(b)(i-v), which
would be contained in the computer “on the
ground that disclosure to the applicant would be
contrary to the public interest”?

In our opinion, if the proposed consolidation takes place
the Mm@mﬁ@ of Public Safety and Correctional mmwiomm
would continue, for the purposes of the Public Information
Act, to be the “official custodian” of the criminal history

wmooam stored E.ﬁrm shared system and the Maryland State
Police would continue to be the “custodians” of such records.

5. If there should be any conflict between the Fed-
eral Rules and Regulations promulgated on
March 19, 1976 and August 18, 1976 and the
Maryland Security and Privacy Plan, the Privacy
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and Security Planning Instructions, the NCIC
Computerized Criminal History Program, Back-
ground, Concept and Policy dated October 20,
1976, which prevails—the Federal Rules and
Regulations that have been promulgated, or the
supporting documents enumerated above?

We advise: While the question of the relative “supremacy” of
the U.S. Department of Justice Regulations, the Em&:msm
Security and Privacy Plan, and various federal agency publi-
cations is more properly the province of the Department of
Justice, we think it clear that the Regulations prevail to the
extent of conflict or inconsistency. Indeed, to the extent of
such conflict or inconsistency, any purported “requirement”
of any of the other documents is invalid.

6. As outlined in Secretary Schmidt’s letter to me of
September 26, 1977 he proposed 1) to consolidate
the PSDC and BCU through the budgetary pro-
cess (FY 79 Budget) and further to assign the
BCU to the Office of the Comptroller of the Trea-
sury. Therefore, your opinion is solicited as to
whether both of these procedures can be ac-
complished through the budgetary process or
would each of them require specific legislative
action?

In our opinion, the consolidation of the data centers and the
assignment of the resulting consolidated center to the Office
of the Comptroller may be accomplished through the Budget,
although either an Executive Order or legislation may pre-
sent a preferable vehicle.

7. Inasmuch as the CJIS Law of Maryland (Article
27, Sections 742-755) provides for the storage of
some criminal history data by the various courts
of this State, what, if any, authority does the
Secretary of Budget and Fiscal Planning and/or
the Office of the Comptroller of the Treasury
have in stating the means or manner that such
criminal history data will be stored?

In our opinion, the Judicial Branch’s storage of criminal

history data in the CJIS central repository presents no wm.m.&_
impediment to the transfer of the central processing function
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as proposed in the Phase I Plan. Under the Plan: (a) the
Secretary of Budget and Fiscal Planning would continue to
have the central data processing authority which he presently
has with respect to all Executive Branch data processing,
including the present, Public Safety Data Center; and (b) the
Comptroller would acquire central processing responsibility
which, insofar as the Court’s portion of the CJIS central
repository is concerned, would be subject to the superior
authority of the Court of Appeals and its Chief J udge in much
the same manner as the responsibility of the operator of the
Public Safety Data Center presently is subject to that judicial
administrative authority.

8. Who has the ultimate authority to promulgate
and enforce rules and regulations related to the
collection, reporting, and dissemination of crimi-
nal history records information stored in the
computer?

In our opinion, under federal and State law the Court of
Appeals and the Secretary of Public Safety and Correctional
Services have the ultimate authority to promulgate and en-
force rules and regulations relating to the collection, report-
ing and dissemination of criminal history records information,
whether stored in an automated or manual system.

9. Who has the ultimate authority to promulgate
and enforce rules and regulations relating to the
security of criminal history records information?
The word “security” as used is intended to em-
brace physical, personnel, and data penetration
security. Personnel would, of course, include pos-

sible violations of security by Merit System em-
ployees.

In our opinion, under present federal and State law, the
Court of Appeals and the Secretary of Public Safety and
Correctional Services have the ultimate authority to promul-
gate and enforce rules and regulations relating to the security
of criminal history records information, whether stored in an

~-automated or a manual system.

Our opinion and advice is founded upon the following un-
derstanding of the Phase I Plan and analysis of applice™"= law.




202
I.
THE PLAN AND JTS BACKGROUND

We understand that the plan to consolidate the Public
Safety Data Center with the Baltimore Computer Utility is
rooted in former House Bill 459, which passed the General
Assembly in its 1977 Session, but was vetoed by the Governor
on May 26, 1977. According to the veto message, the Gover-
nor preferred a phased approach in which: (1) the special
needs and circumstances of agencies such as the Department
of Public Safety and Correctional Services could be addressed
and considered; and (2) reasonable time limits could be estab-
lished for such centralization as is found to be desirable. See,
Laws of Maryland (1977) 3851-3854. On June 1, 1977, in
separate letters to the Comptroller of the Treasury and the
Secretary of Budget and Fiscal Planning regarding the veto
of House Bill 459, the Governor referred to a suggestion that
the objectives of the Bill could better be achieved on a
phased-in basis and requested that the Secretary and the
Comptroller develop methods for achieving that objective.
See, Phase I Report, infra, at pp. A-3 and A-4 thereof.

Pursuant to this Gubernatorial direction and with the over-
sight of the House Committee on Appropriations’ Subcommit-
tee of State Data Processing (the framers of H.B. 459),' the
Office of the Comptroller and the Department of Budget and
Fiscal Planning undertook to accomplish, on a phased-in
basis, the objective of House Bill 459 with respect to the
consolidation of the data centers.? On October 5, 1977, these
offices issued a Plan for Redirection of Data Processing,
Phase I Report (hereinafter Phase I Report).®

In pertinent part, the Phase I Report recommends the
consolidation of the Public Safety Data Center (PSDC) into
the workload of the Baltimore Computer Utility (BCU) and
the transfer of the latter from the Department of Budget and
Fiscal Planning to the Office of the Comptroller. As we un-
derstand it, the proposed consolidation will leave a communi-
cations controller, with various terminal connections,® in
place at the PSDC. All systems personnel, all programming
personnel, all data entry personnel and certain managerial
and clerical personnel will remain in the employ of the De-

partment of Public Safety and Correctional Services and -
stationed at the Department. All other PSDC personnel will
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be transferred to the BCU and all other PSDC computer
equipment will either be transferred or declared to be “ex-
nmmm..: A remote job entry terminal will be installed at the
Msgo Safety site and will be connected to the communica-
tions controller, thus enabling the systems and programming
employees of the Department of Public Safety and Correc-
tional Services to continue developing, implementing and
operating the criminal justice information system, albeit vig
the BCU computer. The BCU computer configurations will
not or.mmm.mv except that a communications controller will be
tied via telephone lines to the Public Safety controller and
some disc storage files will be moved to the BCU.5

Thus, we are told, the technical results of the consolidation
could be such that the Department of Public Safety and Cor-
rectional Services: (1) would authorize only a relatively few
BCU personnel to access the criminal justice information
system data base; ¢ (2) would have the authority to require
the HEEmBmwdeg of software security techniques 7 and site
security which could limit BCU personnel access to the crimi-
nal history data; and (3) would continue to operate the Crimi-
nal Justice Information System Central Repository.

.ﬁ.ﬂm Impact of the consolidation is said to include: (1) the
&:B.Emﬁos of one State data center, (2) the elimination of two
medium scale computer systems; (3) a significant reduction in
personnel, and (4) a substantial annual savings. Phase I Re-
port, p. 7. Moreover, these cost benefits are said to be achiev-
.mEm without detriment to the security or privacy of the Crim-
inal Justice Information System and without the Department

of Public Safety and Correctional Services losing manage-
ment control thereof.8

ﬁEme ‘We understand that approximately one year is re-
quired to implement the consolidation and phase-out of the
Public mm%m.@ Data Center once the implementation process is
started. Ibid, . 8 “It is anticipated that the majority of the
recommendations will be implemented via the fiscal year 1979
budget process.” Ibid, p. 2. “Other actions will be im-

‘plemented through administrative processes.” Ibid, p. 15.

I1.
APPLICABLE FEDERAL LAW
At the outset, we recognize that the U.S. Department of
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Justice certainly is the more appropriate agency for the ren-
dering of advice regarding the application and effect of: (1)
acts of Congress which it administers, (2) regulations promul-
gated by it, and (3) the policies of its constituent agencies.
Nevertheless, in view of our constitutional and statutory re-
sponsibility as legal advisor to the State agencies and officials
involved in this consolidation,® it is proper for us to address
your questions of federal law insofar as they impact the
duties, responsibilities and authority of such agencies and
officials.

There are only two areas of federal law which arguably
impact the Phase I Plan, viz., those provisions which au-
thorize, implement and regulate the privacy and security
aspects of criminal justice information systems funded by the
Law Enforcement Assistance Administration (LEAA) of the
U.S. Department of Justice, and those which regulate the
Identification Division and the Computerized Criminal His-
tory Program of the National Crime Information Center
(NCIC) of the Department’s Federal Bureau of Investigation.
Although ultimately implemented via somewhat differing pol-
icy expressions, the requirements for participation in these
federal programs are set forth in comprehensive Department
of Justice regulations. The language and history of these
regulations leave no doubt about the permissibility of a
shared computer system operated by a non-criminal justice
agency.

On May 20, 1975, pursuant to the authority vested in the
Attorney General of the United States ® and the Law En-
forcement Assistance Administration,!! and based on a notice
of proposed rule making published at 39 FR 5636 (2/14/74),
the Department of Justice issued regulations governing data
contained in criminal history record information. 40 FR
221-14. Subpart A thereof applied to both the LEAA and the
NCIC programs; Subpart B provided requirements for State
and local criminal history information systems funded in
whole or in part with funds made available by LEAA sub-
sequent to July 1, 1973, pursuant to Title I of the Omnibus
Crime Control and Safe Streets Act. Subpart C regulated, in
pertinent part, State and local criminal justice agencies to the
extent that they utilize the services of Department of Justice
criminal history record information systems, i.e., the
National Crime Information Center’s Computerized Criminal
Histary (CCH) File.

205
A. LEAA Requirements

In .@mwﬁmmsﬁ part, Subpart B provided for each State to
mSv.E:U to LEAA a Criminal History Record Information Plan
which, inter alia, set forth operational procedures to:

Insure confidentiality and security of criminal his-
tory record information by providing that wherever
criminal history record information is collected,

mﬁowm?ow%mmmggwﬁmg,moi:ms& Justice agency
shall—

E3 34 ES

_ Assure that where computerized data processing
is mdﬁ&o%m? the hardware . . . to be utilized for the
handling of criminal history record information is

dedicated to purposes related to the administration
of criminal justice; 12

. Have authority to set and enforce policy concern-
Ing computer operations;

Have power to veto for legitimate security pur-
poses which personnel can be permitted to work in a
defined area where such information is stored col-
lected or disseminated; w

m&m.@ and supervise all personnel authorized to
have direct access to such information * * *.

40 F'R 22115 [to have been codified as 28 CFR 20.21 0 @-(5).

>m.wma been the case with their proposal,’® s0 too the
ma.o@ﬁow of these regulations caused a hue and a ery to be
wmwmwa on behalf of the States.* On behalf of Maryland in
particular, the Governor wrote to the Attorney General of the
United .mﬁmﬁmm asserting that dedication was unnecessary and
requesting that the regulations be amended to permit the
States to integrate datsa processing systems.!s Although the
Attorney General initially disagreed,'® Section 20.21(f) was
eventually reopened for comment and ultimately substan-

tially revised.'” See, 41 FR 11718.18 According to the Law
Enforcement Assistance Administration:

E“wwm most significant revision was the deletion of
the ‘dedicated hardware” requirement contained in
Section 21.21(f)(2) of the May 20, 1975 reguletions.
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The comments received during N@mmsigm supported
the view that adequate system security could be
maintained through use of software alternatives to
dedicated hardware. Furthermore, it was noted gm&
current state fiscal constraints frequently required
the development of facilities onm a share-system
basts.®

[Consequently, a]s amended, the Regulations di-
rect states to adopt procedures, developed or ap-
proved by participating criminal justice agencies, in
the following areas: access to system mm.oESmm (man-
ual or automated); storage of information; destruc-
tion or modification of information; assignment of
responsibility for physical mmnﬂ.@#% of information;
protection of central repositories from ﬁmgwm& or
man-made disasters; and personnel screening. Addi-
tionally, the Regulations provide d.wmﬁ automated
systems shall utilize technologically-advanced
software and hardware. Furthermore, wsoﬁ;.mamm of
software programs is required to be strictly limited.

Privacy and Security of Criminal History Record Infor-
mation, SUMMARY OF STATE PLANS, U.S. Department
of Justice, L.E.A.A., National Criminal Justice Information
and Statistics Service, (undated) p. 31 (State Plan Summary)
(emphasis supplied).

Thus, it is [now] possible to satisfy the regulations
with a system that is neither &m%oi& nor @S@%w the
direct control of a crimanal justice agency, wwoﬁmmm
the criminal justice agency users w.m%m the N_.ng and
capability of assuring that o@mwmﬂos& policies and
procedures are adequate to achieve an acceptable
level of security.

Privacy and Security Planwing Instructions, Criminag
Justice Information Systems (Revised ..Pcm.zmd .qu@, U.S.
Dept. of Justice, LEAA, National Criminal Justice Informa-

tion and Statistics Service, p. 42 (LEAA Instructions) (em-

phasis supplied).?

For example, the operational programs and pro-
cedures for computerized data processing E%E&&
by "ction 20.21(F)(3) may be developed and im-
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plemented by o noncriminal justice EDP division
[e.g., the Department of Budget and Fiscal Planning
or the Office of the Comptroller] operating a shared
computer system with a criminal justice component,
provided the procedures are approved by the par-
ticipating criminal justice agencies [e.g., the De-
partment of Public Safety and Correctional Services]
and they are afforded the right to monitor the opera-
tions of the system to assure that the procedures are
being properly implemented.

Ibid. p. 41 (emphasis supplied).

According to LEAA, although several States have indi-
cated that they would maintain a dedicated system, at least at
the State central repository level, “[tIhe bulk of the [State]
plans indicated that the States would opt for a shared sys-
tem.” State Plan Swmmary, p. 32. Furthermore, “[ijn view of
the specificity of Section 20.21(f) and the technical nature of
the methods of compliance for automated systems, most
states in their plan did not attempt to describe the exact
methods to be used to comply with the specific requirements.”
State Plan Swmmary, p. 32. This certainly is true of Mary-
land’s Plan. Indeed, the security portion of Maryland’s Plan
presently is broad enough to accomodate a change from a
dedicated to a shared system. See, Maryland Security and
Privacy Plan, Governor's Commission of Law Enforcement
and the Administration of Justice (June 19, 1976) pp. 81-96
(appended hereto as Appendix Seven).

There were two other changes in the regulations with re-
spect to security requirements. First,

[tlhe original requirement that a criminal justice
agency “have power to veto for legitimate security
purposes which personnel can be permitted to work
in a defined area” (Section 20.21(H4); May 20, 1975
version) was clarified by identifying the criminal jus-
tice agency’s right to (A) Screen and have the right
to reject for employment, based on good cause, all
personnel authorized to have direct access to crimi-
nal history record information; [and] (B) Have the
right to initiate or cause to be initiated administra-
tive action leading to the transfer or removal of
personnel authorized to have direct access to syr-
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information where such personnel violate the provi-
sions of these regulations or other security regula-
tions. (Section 20.21(H)(4)).

In this regard several states did identify this as a
problem area, although not an insurmountable one.
Reasons given dealt with state administrative and
civil service practices and the autonomy of state data
processing centers.?!

Secondly, and significantly, under the revised regulations
“each State shall insure that the . . . [security] requirements
[set forth therein] are satisfied by security standards estab-
lished by State legislation, or in the absence of stch legisla-
tion, by regulations approved or issued by the Governor of
the State.” 28 CFR Section 20.21(f) (emphasis supplied).
“This change was made in response to the requests of many
concerned parties who wanted to ensure that the policies
adopted reflected the views of the appropriate elected offi-
cials.” State Plan Summary, pp. 32-33. LEAA has inter-
preted this regulation to require merely that the standards be
adopted pursuant to such legislation or such regulations.??
Indeed, LEAA has approved a Maryland Plan under which
“[rlequirements to insure the confidentiality and security of
the State of Maryland’s Criminal Justice Information System
and all criminal history record information reported and col-
lected in support of this system are to be developed by rule
and regulation [only] of the Secretary of the Department of
Public Safety and Correctional Services and the Court of
Appeals and it’s Chief Judge (State statute, Article 27, Sec-
tion 746(b)(2)).” Maryland Security and Privacy Plan,
supra, p. 81. However, as we have learned to our detriment
under other federal regulations, both LEAA and we are
bound by the clear language of 28 CFR Section 20.21(f).23
Consequently, security standards established by either State
legislation or State regulations approved or issued by the

Governor are necessary in order to support the security as-
pects of the presently dedicated computer system and, should
the consolidation occur, those of the proposed shared com- ,

puter system.
B. NCIC Reguirements

The National Crime Information Center (NCIC) serves “as
a national index and network for 50 state law enforecement
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information systems.” NCIC Policy, infra, p. 1. Its present
statutory base is 28 U.S.C. 534(a), Pub. L. 89-544, Section
4(c), 80 Stat. 616 (9/6/66), which directs the Attorney General
of the United States to: “(1) acquire, collect, classify and
preserve identification, criminal identification, crime, and
other records; and (2) exchange these records with, and for
the official use of, authorized officials of the Federal Govern-
ment, the States, cities, and penal and other institutions.” 24
The performance of this duty has been delegated to the Fed-
eral Bureau of Investigation (20 CFR Section 20.31), is now
regulated by Department of Justice Regulations (28 CFR
Part 20, supra) and is implemented under standards adopted
by the Director, FBI, upon the recommendation of the

National Crime Information Advisory Board (NCIC Policy,
mfra).

In 1971, the Computerized Criminal History (CCH) File
was established as part of the operating NCIC. NATIONAL
CRIME INFORMATION CENTER (NCIC), COM-
PUTERIZED CRIMINAL HISTORY, Program Back-
385&3@0383 and Policy, As Approved by NCIC Advi-
sory Huo.:ou\ Board (April 1, 1976) p. 1. (NCIC Policy). In order
to acquire and retain access to the CCH File, each criminal
Justice agency must “execute g signed agréement with the
Director, FBI, to abide by all present rules, policies and
procedures hereinafter approved by the NCIC Advisory Pol-
lcy Board and adopted by the NCIC.” 28 CFR, 20.36(a). As
you know, such an agreement was executed on behalf of
Maryland effective November 29, 1971.

EWm the u‘umwmwdgmsﬁ of Justice regulations which fix its
berimeters,? this N CIC policy required that a State informa-
tion system be “dedicated” to criminal justice purposes in

.order for the State to be eligible to participate in the CCH

program. m.mmu NCIC Policy, pp. 9-14. However, on October
21, 1976, in apparent response to the “shared computer”
amendments to the Department of Justice regulations, the

NCIC Advisory Policy Board approved a revised policy

SE.QF although continuing to endorse the position that crimi-
s.& Justice information systems should be limited to the fune-
tion ow serving the criminal justice community, expressly
recognized that a dedicated system is not required for NCIC
CCH participation. NCIC Policy (October 20, 1976). Thus,

‘although NCIC requires that a State system meet " ‘ain
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security and privacy requirements, including the vesting of
“management control” of the criminal justice information sys-
tem in the criminal justice agency, it’s policy authorizes, but
does not recommend, the use of a data center operated by a
noncriminal justice agency.?® However, in so doing, the re-
vised NCIC Policy regretably has been couched in language
which does not track the DOJ regulations and which could be
read to impose requirements which exceed those set by the
regulations, viz., for NCIC purposes:

All computers, electronic switches and manual
terminals interfaced directly with the NCIC com-
puter for the interstate exchange of criminal history
information must be under the management control
of ecriminal justice agencies. Similarly, satellite com-
puters and manual terminals accessing NCIC
through a control terminal agency computer must be
under the management control of a criminal justice
agency. Management control is defined as the au-
thority to set and enforce (1) priorities; (2)
standards for the selection, supervision, and termi-
nation of personnel; and (3) policy governing the
operation of computers used to process criminal his-
tory record information insofur as the equipment is
used to process, store, or transmit criminal history
record information. Management control includes,
but 1s not limited to, the supervision of equipment,
systems design, programming, and operating pro-
cedures mecessary for the development and im-
plementation of the computerized criminal history
program. Such management control guarantees the
priority service needed by the criminal justice com-
munity. A criminal justice agency must have a writ-
ten agreement with the noncriminal justice agency
operating the data center assuring that the criminal
Justice agency has managenient control as defined
above.

Ibid, p. 12 (emphasis in original).

C. Conjlict Between Regulations and Policy

This leads us to your final federal law question and the
reasons which compel us to advise: (1) the revised NCIC
Policy probably is not intended to require more than the DOJ
regulations require for LEAA purposes; and (2) even if so
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intended, the Policy may not validly exceed the requirements
of the regulations.

As a general rule, a properly adopted substantive rule or
regulation establishes a standard of conduct which has the
force of law, and a general statement of policy does not.
Pacific Gas & Electric Co. v. FPC, 506 F. 2d 33, 38 (D.C.
Cir., 1974). Consequently, “a general statement of policy is
entitled to less deference than a decision expressed as a rule
or adjudicative order.” Ibid, 39-40. See, generally, Davis,
Administrative Law of the Seventies Section 5.01 (1976). With
respect to the particular documents under consideration, the
Maryland Privacy & Security Plan is a creature of the DOJ
regulations, i.e., 28 CFR Section 20.21; the LEAA Instruc-
tions are merely explanations of the DOJ regulations; 27 and
the NCIC Policy is expressly subject to the DOJ regulations,
28 CFR 20.35 (h). Thus, the language and the “legislative
history” of the regulations conclusively demonstrate that they
are M.Emsgmm to set the limits of valid federal regulatory
requirements for State criminal justice information systems
participating in both the LEAA and NCIC programs. Con-
sequently, to the extent of any conflict or inconsistency
therewith, the regulations prevail over the “supporting
documents” which you have enumerated in your request, i.e.,
@m Maryland Security & Privacy Plan, the LEAA Instruc-
tions and the NCIC Policy.

D. Federal Law Summary

In summary, we read the controlling federal law to ex-
@wmmmd.\ authorize the use of a shared computer operated by a
non-criminal justice agency and to implicitly acknowledge
that such an environment is not necessarily incompatible with
that degree of management control which eriminal Jjustice
agencies must maintain in order to insure the integrity, secu-
rity and privacy of their sensitive and most important infor-
mation sytems. Whether the implementation of the Phase I
Plan will ultimately exceed those bounds in any respect is a
determination which, of course, must await the development
of a specific nlan of implementation. At this stage the Plan
does not offend federal law in concept.

II1.
APPLICABLE STATE LAW
Pursuant to your request, we have considered the praposed
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consolidation in the light of several provisions of Maryland
law, viz., Code, Article 15A, Section 23B (Budget & Fiscal
Planning—Data Processing); Article 27, Sections 742-755
(Crimes & Punishments—Criminal Justice Information Sys-

tem); Article 64A (the Merit System Law); Article 76A, Sec- -

tion 3 (Public Information); and Article 88B, Section 7 (State

Police—Comunications Systems). We have also considered
the provisions of Article II, Section 24, of the Maryland
Constitution and those of Code, Article 41, Section 15C, both

of which relate to the authority of the Governor to reorganize
the Executive Branch.

A. Code, Avrticle 15A, Section 238

The data processing authority of the Secretary of Budget
and Fiscal Planning is as follows:

The Secretary, after consultation with the State
Comptroller, shall be responsible for planning and

to meet the requirements of the agency not having
equipment. Centralization of data processing ser-
vices will be fully exploited where cost reductions
without adverse effect can be achieved.

All changes effected by any department or agency
pertaining to data processing systems shall first be
reviewed and approved by the Department of
Budget and Fiscal Planning.

All Contracts of partnerships affecting State ADP
resources will be accomplished by and through the
Department of Budget and Fiscal Planning.

Centralized control of the planning and utilization
of Statewide ADP resources will be accomplished by
the State Central ADP Staff in conjunction with the
State ADP Management Review Board.

controlling data processing in the several depart-
ments and agencies of the State government. The
Secretary shall continuously study the data process-
ing function within the State in order to improve its
efficiency and economy. All changes affected by any
department or agency pertaining to data processing
shall first be reviewed and approved by the Secre-
tary for compatibility with existing procedures and

See, Code, Volume 9A, p. 557, 558 (emphasis supplied).

This statute does not require that the Secretary of Budget
and Fiscal Planning operate the Baltimore Computer Utility.
Furthermore, although this Executive Order binds all Execu-
tive Branch agencies, it cannot restrain either the Governor
or the General Assembly. Thus, it does not operate to require
the approval of the State ADP Management Review Board

“for a reorganization ordered by the Governor or accomplished

equipment. The purchase, lease, or rental of
mechanical or electronic data processing equipment
for all State departments and agencies shall be re-
viewed and approved by the Secretary prior to the
purchase, lease or rental.

by an act of the General Assembly.

Consequently, we find nothing in Section 23B which would
either prohibit or conflict with the Phase I Plan insofar as it
‘contemplates the ultimate transfer of the BCU to the Office of
the Comptroller. Quite to the contrary, insofar as it consti-
“tutes an attempt to improve the efficiency and economy of the
‘State data processing function, the Plan is consistent with
the letter of Section 23B.% Similarly, insofar as it constitutes
_the exploitation of centralized equipment and services for the
“achievement of cost reductions without adverse effects, the
- Plan is conceptually consistent with the requirements of E.O.
01.01.1969.09.

B. Code, Article 27, Sections 742-755 (Maryland's CJIS stat-
ute) ,

As you well know, the Criminal Justice Information System
(CJIS) subtitle of Article 27 is relatively recent, comprehen-

On October 28, 1969, this legislation was supplemented by
an Executive Order (later designated 01.01.1969.09) in which
the Governor: (1) construed the statute to place primary
responsibility for planning and control of the State automatic
data processing (ADP) function in the Department of Budget
and Fiscal Planning, in consultation with the State Comptrol-
ler; and (2) ordered, inter alia:

Acquisition of equipment by one agency will not
preclude the use of that equipment by another
agency. Where feasible, an agency will make
meachine time available on a regular recurring basis
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sive legislation designed to facilitate the implementation of
the federal requirements and which, together with Mary-
land’s M-CJIS Master Plan and her Privacy and Security
Plan, reportedly are “held by national interests and federal
agencies as exemplary models for other States to follow.”
Information Provided To The Subcommittee On State Data
Processing, Department of Public Safety and Correctional
Services, (August 25, 1976) p. 2. Drafted by the Security and
Privacy Subcommittee of the Governor's Commission on Law
Enforcement and the Administration of J ustice,® introduced,
as House Bill 1106, by the Speaker of the House of Delegates
at the request of the Administration, and enacted with
staggered effective dates as Chapter 239 of the Acts of 1976,
the express purpose of this legislation is:

to create and maintain an accurate and efficient
criminal justice information system in Maryland con-
sistent with applicable federal law and regulations,
the need of criminal justice agencies in the State for
accurate and current criminal history record infor-
mation, and the right of individuals to be free from

improper and unwarranted intrusions into their pri-
vacy.

Article 27, Section 742(a). In order to achieve this result, the
General Assembly found it necessary:

(1) To create a central repository for criminal ree-
ord information;

(2) To require the reporting of accurate, relevant,
and current information to the central repository by
all eriminal justice agencies;

(3) To ensure that criminal history record informa-
tion is kept accurate and current; and

~ (4) To prohibit the improper dissemination of such
Information. ,

Ibid, Section 742(b). Thus, the subtitle is designed to pro-
vide the statutory framework for a criminal Jjustice informa-
tion system comprised of the equipment, facilities, proce-
dures, agreements, and personnel used in the collection,
processing, preservation, and dissemination of criminal his-
tory record information by State and local eriminal Justice
agencies throughout the State. Ibid, Section 743(g). The
heart of the system is “a Central Repository for complete
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criminal history information on all adults formally arrested
and prosecuted by the criminal justice system throughout the
State. . . .” Maryland Security and Privacy Plan, supra, p.
3. The statute requires that the Central Repository be estab-
lished as of December 31, 1977, and that it be operated by the
Maryland State Police,® under the administrative control of
the Secretary of Public Safety and Correctional Services,
with the advice of the State Criminal Justice Information
Advisory Board.* Ibid, Section 747(b).

The Central Repository would directly provide all
manual services related to the collection, storage,
and dissemination of eriminal history record infor-
mation to all criminal justice agencies in the State
and would be sergiced by a State data center for the
provision of all automated services related to the
collection, storage, and dissemination of criminal
history record information to all criminal justice
agencies in the State. [Presently t]his data center is
the existing Public Safety Data Center under the
Secretary for the Department of Public Safety and
Correctional Services.

Maryland Security and Privacy Plan, p. 9. Every State and
local eriminal justice agency in Maryland is required to report
criminal history record information to the Central Repository.
1bid, Section 747(c).

Inter alia, the statute requires the Secretary of Public
Safety and Correctional Services and the Court of Appeals to
develop agreements between the Central Repository and the
participating agencies for the implementation of the Criminal
Justice Information System. Ibid, Section 748(a).52 Moreover,
the Secretary is directed to “adopt appropriate rules and
regulations for agencies in the executive branch of govern-
ment and for criminal justice agencies other than those that
are part of the judicial branch of government to implement
the provisions of this subtitle and to establish, operate, and
maintain the criminal justice information system.” Section
746(a).%® “Subject to the provisions of Article 15A, Section
23B, the rules and regulations adopted by the Secretary, the
Court and the Chief Judge [are, in pertinent part, to] . . .
include those:

(1) Governing the collection, reporting, and dis-
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semination of criminal history record information by
the courts and all other criminal Justice agencies;

(2) Necessary to insure the security of the criminal
justice information system and all criminal history
record information reported and collected from it;

(3) Governing the dissemination of criminal his-
tory record information in accordance with the pro-
visions of this subtitle and the provisions of Sections
735 to T41; .. .. Y

Against this comprehensive statutory framework, two
questions arise: (1) Does the State CJIS statute require that
the Maryland Criminal Justice Information System be served
by a computer which is dedicated to that System? (2) Does the
statute reveal a legislative intent to vest CJIS computer
authority in your office to the exclusion of the Secretary of
Budget and Fiscal Planning?

At first blush, the requirement that the Maryland State
Police operate the CJIS Central Repository might appear to
apply to the operation of all hardware and software serving
the Criminal Justice Information System. See, Sections 747-
(b) and 743(g).** However, in our opinion, a closer reading of
both the statute as a whole and the Maryland Security &
Privacy Plan which is founded thereon clearly reveals that the

~mandate of Section 74'7(b) is not that broad. For, under the
CJIS statute the Central Repository is but a “part of an
overall State-wide Criminal Justice Information System for
the State of Maryland.” M aryland Security & Privacy Plan,
supra, II. The system consists of “the Central Repository,
the data center supporting the Central Repository and the
State-wide telecommunications network and associated ter-
minals . . . .” Ibid, 11 D.2. Thus, the statute consistently uses
the term “criminal justice information system” in contexts
which are broader than the Central Repository. See, e.g.,
Section 745 regarding the broad advisory duties of the Board;
and Section 746 regarding the rulemaking authority of the
Secretary and the Court of Appeals. Accordingly, in our
opinion the statute does not require that the Maryland State
Police operate the entire system, merely the Central Re-
pository portion thereof. Consequently, if, as we are
informed, the Phase I Plan can be implemented without re-
moving the operation of the Central Repository from the
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Maryland State Police, the CJIS statute would not, in our
opinion, prohibit the Repository from being supported by a
data center operated by another agency.

Secondly, you have asked if the statute reveals an intention
to vest CJIS authority in your office and the Board to the
exclusion of the central data processing authority of the Sec-
retary of Budget and Fiscal Planning. In our opinion, the
language of Section 747(b) reveals the opposite, viz., a legisla-
tive decision to subject the rule-making authority of the Sec-
retary of Public Safety and Correctional Services to the data
processing authority of the Secretary of Budget and Fiscal
Planning. Moreover, the “legislative history” of this provision
demonstrates that this decision was not accidental and
suggests that it was founded, at least in part, upon a desire to
avoid a State statutory requirement for a dedicated com-
puter. Specifically, as introduced House Bill 1106 merely
would have required the promulgation of CJIS rules which, in
pertinent part, included those “necessary for the coordina-
tion of all data and information processing activities m a
manner consistent with the provisions of Article 15A, Section
23B.” % Moreover, under the first reader version of the bill,
the Secretary of Budget and Fiscal Planning was to be an ex
officto member of the CJIS Advisory Board and the Board
was authorized to use the services of that Department in the
performance of its functiong.3? However, as a result of
amendments by the House Committee on J udiciary (which we

‘understand to have been suyggested by the Administration

and which took place on the very heels of the “shared com-
puter” amendments to the Department of Justice regula-
tions), proposed Section 744(a)(6) and (b) was amended so as
to eliminate the ex officio’ membership of the Secretary of
Budget and Fiscal Planning from the Board; proposed Section
744(e) was amended so as to eliminate the Department of
Budget and Fiscal Planning from among those agencies upon
which the Board might call for service in the performance of
its functions; and the relatively subordinating language of
proposed Section 746(b)(3) was deleted in favor of the general
qualification which now expressly subjects all CJIS rules to
the central ADP authority of the Secretary of Budget and
Fiscal Planning.® Ibid. See also, II M arylond House Jouwrnal
1976, pp. 2598-2599 (Amendments Nos. 1-6) (Legislative Day:
March 24, 1976); and Appendix Five hereof.3 -
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sary thereto shall be paid by the State, except rental
and/or purchase costs of terminal devices and d.wm
circuitry necessary thereto tied to the State Police
computer System; all supplies and other charges
connected therewith shall be paid by the law en-
forcement agency.

Sections 8 and 9 mandate the Maryland State Police to
collect, analyze, and disseminate information relative to the
oceurrence of motor vehicle accidents within the State and the
incidence of crime within the State. Section 10 provides for
dissemination of such information to participating agencies.
Section 11 mandates “at least monthly” publication of statis-
tics concerning the occurrence and cause of all motor vehicle
accidents within the State.** The statute does not mandate
that the State Police Computer System to which it refers be
served by a computer dedicated to the use of the State Huommm.
Consequently, we perceive nothing in the Phase I Plan which
would be inconsistent with or necessarily impair the perfor-
mance of these duties.

E. Code, Avticle 64A (the Merit System Statute).

As we have indicated above, some states reportedly have
expressed concerns regarding the ability, consistent with
their civil service law, to permit a criminal justice agency to
exercise the “security clearance” authority which is required
by federal law over the computer center personnel of a non-
criminal justice agency. We do not perceive such a problem
under Maryland’s merit system law.

At the outset, as a result of a possible discrepancy between
the DOJ regulations and the Revised NCIC Policy, supra,
the extent to which federal law requires the Secretary of
Public Safety and Correctional Services to have ‘“security
clearance” authority over BCU employees is less than clear.
On the one hand, the regulations merely require that the
Secretary have the right to reject applicants for employment,
based on good cause, and the right to initiate or cause to be
initiated the transfer or removal of employees “authorized to
have direct access to criminal history record information.”
Ibid, Section 20.21(H(4)([) & (i1).*5 As we understand it, rela-

tively few BCU personnel would be “authorized to have direct -

access to criminal history record information.” On the o@mw
hand, since the BCU computer will be interfaced directly with
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the NCIC computer, the Revised NCIC Policy would require
that it be under the “management control” of the Secretary,
which control includes, inter alia, the authority to set and
enforce “standards for the selection, supervision, and termi-
nation of [perhaps all BCU] personnel [even those not au-
thorized to have direct access to eriminal history record in-
formation].” Revised NCIC Policy, p. 12. While, as we have
indicated earlier, the inhibition of 28 CFR Section 20.35(h)
casts some deubt upon the validity of the NCIC Policy’s
apparent overbreadth; nevertheless, we assume its validity
for the purposes of this discussion.

Under Maryland’s Merit System statute, the Secretary of
Personnel, with the approval of the Governor, has established
and classified all positions in the classified service, “and shall
from time to time, thereafter as may be necessary, establish
additional classes and classify therein new positions created,
and may combine, alter or abolish existing classes.” Code,
Article 64A, Section 16(a). “Each class shall embrace all posi-
tions similar in respect to the duties and responsibilities ap-
pertaining thereto and the qualifications required for the
fulfillment thereof and shall be given a classification title
indicative of the character and rank of the employment.” I d,
(emphasis supplied).

Pursuant to the rule-making authority vested in him under
Article 64A, Section 11, the Secretary of Personnel has
promulgated several rules for the purpose of implementing
his classification responsibility. In pertinent part, these rules
provide for an official register of existing classes and the
allocation of positions to each class “on the basis of the duties,
responsibilities and qualification requirements of the various
positions.” 6 COMAR 06.01.00.10 (emphasis supplied). Out of
these requirements have evolved several documents. Inter
alia, there is a “Specification Sheet” (MS 1204), sometimes
referred to as a job description, which sets forth: (1) the
classification title of the position, (2) the minimum qualifica-
tions, (3) the conditions of employment, and (4) examples of
the work involved. There is also a position description form

- (MS 22), whereby the Secretary of Personnel, through the

Department of Personnel’s Division of Salary Administration

and Position Classification, designates the duties and respon-
sibilities of the position.
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Although a position has been allocated to a class, it “may be
changed from one class to another by action of the Secretary,
provided, however, that no such change in allocation shall be
final until the appointing authority and the employee con-
cerned shall have had the opportunity to be heard if either so
desires.” 6 COMAR 06.01.00.10. Moreover,

[sJubject to the approval of the Governor, the Sec-
retary shall hereafter, as he may from time to time
deem necessary, establish new classes and allocate
thereto any newly created position, or any previ-
ously existing position, or any position added to the
classified service by legislative act or otherwise, and
may combine, divide, alter, or abolish existing class-
es; provided, however that before any such change
shall be made which will result in the removal of any
employee from the classified service, notice and an
opportunity to be heard shall be given the appointing
authority and the employee concerned. Each new
class thus established shall be defined with respect
to and shall embrace all positions in the classified
service substantially similar as to duties, responsibil-
ities, and qualification requirements and shall be
given a title indicative of the character and impor-
tance of the employment.

Ibid, 06.01.00.11.

In establishing a new classification, the Secretary is au-
thorized to set “Minimum Qualifications Required for En-
trance” therein. Ibid, 06.01.00.20A. Indeed,

[tThe Secretary shall require such evidence as he
may deem necessary that applicants possess such
minimum qualifications, including education, experi-
ence, physical qualifications, and the possession of
such license or other evidence of competency as may
be required by Federal or State Law, for the prac-
tice of the profession, art, trade or employment in-
volved; or any other qualifications permitted by law.

Id.

Finally, with respect to incumbent employees, the regula-

tions provide:
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A. The appointing authority may re-assign an em-
ployee from a position in a given class to another
position in the same class in the same State depart-
ment; provided, however, that, if change of resi-
dence of the employee is involved, change of assign-
ment may be made only upon the recommendation of
the appointing authority, approved by the Secre-
tary. All changes of assignment, except those of a
temporary nature, shall be reported to the Secre-
tary.

B. Any changes from a position in one class to a
position in another class, for which the same
maximum rate of compensation is prescribed, may
be granted by the Secretary upon request of the
appointing authority and such action when granted,
shall be considered a horizontal change. All other
changes in classification shall be governed by the
respective rules of demotion or promotion.

6 COMAR 06.01.00.39.

Accordingly, to the extent that State or federal law re-
quires that the Secretary of Public Safety and Correctional
Services have “security clearance” authority over BCU per-
sonnel, such requirements may be implemented via action by
the Secretary of Personnel in the form of the creation of a new
class of positions unique to the BCU (e.g., “Data Processing
Operations Technician—BCU”) and the establishment of
Minimum Qualifications Requived for Entrance therein
which include “Initial and continuing security clearance by the
Secretary of Public Safety and Correctional Services.”
Thereupon, the Secretary of Personnel, upon the request of
the Secretary of Budget and Fiscal Planning (or, if the BCU is
transferred as proposed, upon the request of the State Comp-
troller) could grant, as a horizontal change, a change of per-
sonnel involved from their existing class (e.g., “Data Process-
ing Operations Technician”) to a new and specialized class for
which the same maximum rate of compensation is presecribed
(e.g., “Data Processing Operations Technician BCU”)

Thus, regardless of the validity of the NCIC “security”
requirements as a matter of federal law, we find the State’s
Merit System Law to be amenable thereto. -
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F.The Use of the Budget As The Vehicle For Achieving Phase
I

In our view, the reorganization which the Phase I Plan
would achieve constitutes merely the transfer of a funection
(i.e., the central processing unit function) from one depart-
ment to another and not the abolition or transfer of a pro-
gram) (i.e., the CJIS Central Repository Program or the
State Police Communications Program). Consequently, if, as
we believe, there is no statutory requirement that the Cen-
tral Processing Unit be dedicated to the criminal justice in-
formation system or the State Police Communications Sys-
tem,* the Budget is an adequate vehicle for such a transfer,
and there is ample precedent therefor.*’

Nevertheless, in order that the specific lines of authority
and responsibility be clear, and there be no doubt m&o.i ‘@m
validity thereof, it may be preferable that this reorganization
be accomplished via either appropriate legislation or by
means of an appropriate reorganization Executive Order.

G. State Law Summary

The CJIS statute is, of course the focal point of our inquiry
for State law purposes. Our review thereof reveals nothing
which would prohibit the implementation of the Phase I Plan.
We also find nothing in that Plan which is inconsistent with or
inhibited by: (1) the data processing authority and responsibil-
ities of the Secretary of Budget and Fiscal Planning under
Code, Article 15A, Section 23B; (2) the data communications
responsibility of the Maryland State Police under Code, Arti-
cle 888, Section 7; (3) the public information responsibilities
of your office and personnel under the Public Information Act;
or (4) the Merit System Law. Finally, although the Phase I
Plan may be implemented via the Budget alone, clarifying
legislation or an Executive Order may be preferable.

Iv.
GENERAL SUMMARY

In general, we are of the opinion that there is no federal or
State law prohibiting the consolidation of the Public Safety
Data Center into the Baltimore Computer Utility. We are
also of the opinion that, in spite of such consolidation, both
federa’ ~d State law require that the ultimate responsibility
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for the collection, recording and dissemination of criminal
history record information and the security thereof remain in
the Secretary of Public Safety and Correctional Services.

In closing, we wish to emphasize that the foregoing opinion
and advice constitute our views and Judgment merely on the

legal issues presented by the Plan and not on the relative
wisdom thereof.

FRANCIS B. BURCH, Attorney General.

JUDSON P. GARRETT, JR., Assistant kﬁﬁgﬁm@ General,
Counsel to the General Assembly.

! Ibid, pp. 14 and A-11 thereof.

* A chronology of the steps to be taken was set forth in the Phase I
Report’s “Index of Appendix.”

3 As you know, also at this point in time, the Department of Public Safety
and Correctional Services was undertaking a study of the resources re-
quired for the Criminal Justice Information System and the Department of
Budget and Fiscal Planning was initiating a study of the PSDC hardware
requirements. See, the Phase I Report, Appendix F-1 (p. 099) and F-2 (p.
100). DBFP’s plan culminated in the issuance of the “Hardware Require-
ments Evaluation for the Department of Public Safety and Correctional
Services—Final Report.” See, Phase I Report, Appendix H-1, (p. 117).

* Le., the National Crime Information Center, the Motor Vehicle Admin-
istration, the Washington Area Law Enforcement System, the National
Law Enforcement Telecommunication System and the State-wide law en-
forcement agencies.

® See, AREPORT ON THE PROPOSED CONSOLIDATIONS OF THE
COMPUTER OPERATIONS OF THE PUBLIC SAFETY DATA
CENTER (PSDC) INTO THE BALTIMORE COMPUTER UTILITY
(BCU) Dept. of Budget and Fiscal Planning, presented to the CJIS Advi-
sory Board on November 16, 1977.

¢ Although no BCU personnel would be authorized to disseminate CJIS
information, we understand that it will be necessary for the BCU technical
support personnel to be authorized to access the CJIS data in order to
perform their function of protecting the integrity of all data stored in and
Processed by the BCU. We also understand that the limited number of
BCU personnel who are authorized to enter the BCU computer room will
have physical access to the CJIS dise files and tape library.

" See, Criminal Justice Computer Hardware and Software Security Con-
siderations, PROJECT SEARCH, Technical Memorandum Nao. 6, January,
1974,

& Under the present operation of the Baltimore Computer Utility, “[e}ach
[user] agency [such as the Dept. of Public Safety and Correctional Services]
owns the data which it collects and is accountable for its use. Access to data
is limited to individuals authorized by the owning agency. Physical access to
computer installation is restricted and tightly controlled. Contemporary
programming methods, such as terminal identifiers, pass words and log
tapes are used to protect data against unwarranted modification or disclo.
sure. Backup-data files are maintained in off-site locations.” Ibid, pp. ~™13.
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9 See, Md. Const., Avt. V, Sec. 3(4); Code, Art. 32A,§2; Art. 41, §§71(dD
d 204B(d). .
msmw wmw dm.mmv.o. 509, 510, 534, and Pub. L. 92-544, 86 Stat. 1115, and 5
: nJ H- . - oy
d.m.mumn%obm 501 and 524 of the Omnibus Crime Oo:ﬁ.& and Safe W:m.mﬁm
Act of 1973, Publ. L. 93083, 87 Stat. 197 (42 U.S.C. §3701 et seq.) (Augus
& wamww.gm regard, the Commentary appended to the H.mmammﬂow mvm&mMmmw
’ 3 3 3 . * * 3 Oom - v
“I{ln the short run, dedication will probably mean mw eater -
MMMmMmmﬁW_M:a local governments. How great such costs ﬁwﬂmﬂn be is mnwmmmmﬂ
rapidly vanci tate of computer technology. .
dent upon the rapidly adv ancing s D o oot
e will be no serious hardship on mﬁmwmm msa ocalities : S
wwmwww,wwbmza §20.23 provides that additional time will be allowed to imple
BME the mmnmomﬁod requirement. For .mxmd%&mm (Mwﬂ.mm Womﬁ m%M%WMHM%%m%
tain eriminal history information of only that iState, us r
%Wm.m%wwm purposes, in a shared msieodamdd.“ .oodmﬁmwmgow wﬁﬁ be given to
granting extensions of time under this provision.” 40 FR LL.E.m. National
B E.g., see 3/22/74 letter from Verne H. Tanner, Jr., HUH..mm,Emwﬁ a moﬁa
,Pmmo&mﬂvos for State Information Services, “a cooperating agency o Hm
Council of State Governments,” to Thomas Madden, General Counsel,
LEAA (appended hereto as Appendix One). ) o
4 Zsmdwwgﬁ Governors wrote to the Omwmw.ﬁgm.dﬁ.om ucmsom.._mmm“ M.um%H
cated Computer” file, National Governor’s Association (formerly Nationa
nor’s Conference). .
Qoww\mmw%w WSQ. from Governor Mandel to Attorney General Levi, dated
ended hereto as Appendix Two). .
m\mm\mq w%mq&mu\qm letter from LEAA Administrator Velde to Governor Man-
1 (appended hereto as Appendix Three).
gm:AMHmw letter of 10/28/75 from Governor Ray of lowa, as Chairman of ﬁwm
Zmﬁoﬁmw Governor’s Conference, advising his colleagues of mﬁonmmmwﬁ m_msmm.v-
ings with Justice Department officials G%Humsmm@ ﬂmwmﬁo as .ﬁ%mb%ﬁ 9% .
18 The full text of the regulations, both as oﬂmﬁmm% promulgated and as
led, is set forth in Appendix Five hereof. . )
mﬁmwmma also, the commentary appended to the H.mm.EmSo.sm which mﬁz,.mmm;\
acknowledged that automated systems may operate in msmwmm msM:oMH.
ments and that the regulations provide certain minimum requirements.
t 11718 (3/19/76) and 34951 (8/18/76). . . )
@mo mEHm Wmosw#% portion of these Instructions is set forth in toto in Appen
ix Six hereof. . . . . . .
%W For reasons which we will discuss below in connection with ozw.msm&@m
of applicable State Law, we believe such requirements are oogwmﬁgw wﬁﬁm
Maryland’s Merit System law and we note that, according to the E.& ylan
Security and Privacy Plan, the Um@mﬁam% of Humy.mxov:sﬂ shares this view.
lix Seven hereof, p. A-34 (original p. 95).
mmwmm h%w,.wnnwwwsmm in the Regulations . . . that was . . . significant was g.m
inclusion of the H.m@,cw.mgmbﬁ that the security mﬂmsmms.@m maovﬁm@ be ﬁ@%-
suant to ‘State legislation or in the absence of such Mmmpmﬂmﬁwowv by amm%w a-
tions approved or issued by the Governor of the State. State Plan
mmary, p. 32. ) . . -
mzww :wa %.E&Em which accords substantial é@mwﬁ to an m‘mmzo.%m. Ms
terpretation of its own regulation is inapplicable insofar as that interpreta-

tion is inconsistent with the requirements (in this case, mandatory re-.
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quirements) of its own regulation validly promulgated under authority
delegated to it by the Congress.” Francis v. Davidson, 340 F.Supp. 351, 368
(D. Md. 1972), affd., 409 U.S. 904 (1972).

* Under subsection (b), “[t]he exchange of records authorized by subsec-
tion (a)(2) of this section is subject to cancellation if dissemination is made
outside the receiving departments or related agencies.” Under subsection
(e), “Itlhe Attorney General may appoint officials to perform the functions
authorized by this section.”

* “The Director, FBI, shall not adopt recommendations of the Board
which would be in violation of these Regulations.” 28 CFR Section 20.35(h).

* See, Appendix Eight hereof for a comparison of the changes made in
this Policy in order to accommodate a shared system.

*"Indeed, the Imstructions expressly recognize, “[tThe matetials con-
tained herein do not have the force of law as [do] the regulations.” Preface,
p. 1.

*® We take no position herein on the potential of this plan to improve the
efficiency and economy of State data processing.

% Maryland Security and Privacy Plan, supra, at p. 3 thereof.

30 Of course, under Code, Article 41, Section 204(c), the Secretary, in his
discretion, may exercise or perform this function.

4 Effective July 1, 1976, this legislation established such a Board and, in
addition to such advisory duties as may otherwise be delegated to it in
accordance with law, mandated it to: “advise the Secretary and the Court of
Appeals and its Chief Judge on matters pertaining to the development,
operation, and maintenance of the criminal justice information system, and
shall monitor the operation of the system[;] . . . propose and recommend to
the Secretary, and, in conjunction with the Standing Committee on Rules of
the Court of Appeals, to the Court and its Chief Judge, rules and regula-
tions necessary to the development, operation, and maintenance of the
criminal justice information system[j] . .. [rJecommend procedures and
methods for the use of criminal history record information for the purpose
of research, evaluation, and statistical analysis of criminal activity;
[rJecommend any legislation necessary for the implementation, operation,
and maintenance of the criminal Jjustice information system; and [r]eport
annually to the Governor and the General Assembly on the development
and operation of the criminal Justice information system. Section 745.

% Subsection (b) authorizes the development of procedures for sharing
ceriminal history record information with eriminal justice agencies of other
states, the United States and foreign countries.

3 “The Court of Appeals and its Chief Judge, acting pursuant to §§ 18
and 18A of Article IV of the Constitution of Maryland, shall adopt appropri-
ate rules and regulations for the same purposes for the judicial branch of
government.” Section 746(a).

¥ On December 22, 1976, rules were promulgated which established the
criminal justice information system central repository under the name
“Criminal Records Central Repository (CRCR)” in the Maryland State
Police and directed it to perform” all functions heretofore assigned to the
State Central Crime Records Bureau; and other tasks delegated to it by the
Secretary to ensure the accuracy, completeness, and security of eriminal
history record information in Maryland. See, 3 Md.R. 1549; XVI COMAR
12.06.08.03. On December 2, 1977, notice of proposed further regulations
Was published. In pertinent part, the proposed regulations would set faxth
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: 1sibiliti the Criminal Records Central Repository and provide
MWMM%MMWMMMMMMQMwmmosp.?uﬂ of criminal history record information. See, 4
gmm.ww.mwm%. T747(b) requires that the Maryland .mﬁmﬁm Police m@m.emﬁmmgm
criminal justice information system central H.mwohm;o&\ mz.@ § Eoﬁmv de %mm.
“criminal justice information system” to mean “the equipment DSo.En Em
hardware and software), facilities, E.oom%b..mm, mm@mmﬁmuﬁm.v m:.g per mowSm.
used in the collection, processing, preservation, and dissemiration of crimi-

is record information. .
SmwmemeNow Maryland (1976), Chapter 239, Sec. 1, proposed Art. 27, §
746(b) (3) (emphasis supplied).

37 Ibid, proposed § 744(a)(6), (b) and (e). . . Kine
38 Although the language of § 747(b) appears to subject the rule-ma me
authority of the Court of Appeals, as well mm.ﬁwmﬁ of your office, to t m
provisions of Article 15A, § 238, we have previously concluded that § 23
applies only to the Executive Branch of State government, 61 Omm Atty.
Gen. 241 (Sept. 8, 1976). Accordingly, in cur opinion, the pz.mw cation
contained in § 747(b) does not apply to the rule-making miboﬁﬁu\ of @m
courts, viz., the rule-making authority of the OoE.n of »PEum.&m mza its Chief
Judge is not subject to the central data processing authority of the Secre-
y et and Fiscal Planning. )
ﬁmww MMWMM mﬁdg Chief, MISD, Dept. of Budget and E.mo& Em:z:mm.u to
Chief Legislative Officer, Executive Department, regarding the awms.mda.
ivy of such an amendment in order to avoid a State statutory requirement
for dedication of computer hardware (dated 2/6/76 and mﬁﬁmﬁgm@ w@.mﬁo as
Appendix Nine). Although we recognize the less than compelling weight
which the courts might give to such an informal moozgmwﬁ zm<mw.§mﬁmmm“
“where the mind labours to discover the design of ﬁ.rm Hmm@mgwm, it mmﬁmm.
everything from which aid can be derived.” Mr. Chief Justice Marshall (for
the Court) in United States v. Fisher, 6 U.S. (2 Ow.,msng 358, 386 Smob.
%0 “The Governor may make changes in the organization of the Mx.mo.ﬁ:\m
Branch of the State Government, including the mmﬁm.wwmwgmi or mvowﬂom of
departments, offices, agencies, and Emﬂdgmzﬂmrimmu and the reallocation
or reassignment of functions, powers, and duties among the departments,
offices, agencies, and instrumentalities om. the Executive Branch. .Ssmwm
these changes are inconsistent with m.ﬁmﬁ.Em law, or create new govern-
mental programs they shall be set forth in executive S.m.EH..m in statutory
form which shall be submitted to the General Assembly within the first ten
days of a regular session. An executive order that has been mﬁquz,.ma shall
become effective and have the force of law on the date mmmﬁsmﬁmm.wu the
Order unless specifically disapproved, within mmﬁ\ &mwm after submission, by
a resolution of disapproval concurred in by a majority note of all Emﬁ@mwm of
either House of the General Assembly. No executive 8.@9.. reorganizing the
Executive Branch shall abolish any office established by this Constitution or
shall change the powers and duties delegated to particular officers or
tments by this Constitution.” .
mmemMmew mmoumob 1(D), “the term ‘custodian’ means and includes the official
custodian or any authorized person having personal custody and control of
1blic records in question.”
QMHWMW 42 U.8.C., M 3771(b), which requires Hm,\w,\w to assure that the
security and privacy of all eriminal history H.moowa. information oo:mo.ﬁmmr
stored..or disseminated through support of LEAA is adequately provided
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for and that such information is used only for law enforcement and criminal
Justice and other lawful purposes. See, 28 CFR, §§ 20.21(b) & 20.33, which
implement 42 U.S.C., § 3771(h) by limiting the dissemination of erimina]
history record information to certain agencies and individuals for specified
purposes only. See also, Md. Code, Art. 27, § 742, which recognizes “the
right of individuals [who are the subjects of such records] to be free from
improper and unwarranted intrusions into thelr privacy” and finds “a need
-+ . to prohibit the improper dissemination of such information”; § 749,
which envisions the dissemination of criminal history record information by
criminal justice agencies and the central repository only, and prohibits
dissemination thereby except in accordance with applicable law and regula-
tions; and § 751 et seq. regarding the right of an individual who is the
subject of such a record to inspect it and to challenge its completeness,
contents, accuracy or dissemination.

** Code, Article 41, §§ 204A and 204C.

* “The primary existing uses of Article 88B are to require law enforce-
ment agencies to collect and compile crime occurrence data for submission
to the State Police for the State-wide Uniform Crime Reporting System,
for submission by law enforcement agencies to the State Central Crime
Records Bureau of arrest, identification, and to the extent available, dispo-
sition information, and for the reporting on inmate location and status by
the Division of Correction.” Maryland Security and Privacy Plan,
I1.A.3.b.(3).

* “The State Department of Personnel [reportedly] has reviewed [what
was published in the Federal Register as] Section 20.21(f)(4)(B) [and has
been codified as §20.21(H() ()] of the federal regulations and has concluded
that existing State personnel rules and procedures appear consistent with
the federal requirements. The Department of Personnel states that the
requirements of Section 20.21(£)(4)(B) [may be] met by normal managerial
disciplinary authority (disciplinary action may, however, be contested pur-
suant to grievance procedures).” Maryland Security and Privacy Plan,
I1.D.2(b)(@).

6 Again, as we understand the technical aspects thereof, the Phase I
Plan notwithstanding, the Central Repository will continue to be operated
by the Maryland State Police, under the administrative control of your
office, with the advice of the GJIS Advisory Board.

T E.g., via the 1978 budget alone, a data entry funetion was transferred
from the Office of the Comptroller to the Department of Natural Resources.
Vol. I, THE MARYLAND STATE BUDGET FOR THE YEAR ENDING
JUNE 30, 1978, submitted to the General Assembly by the Governor in
January, 1977, pp. I-188 (items 27-30) and I-514 (items 10-13). Similarly, via
the budget alone, the entire Energy Policy Office was transferred from the
Executive Department to the Department of Natural Resources; see, ibid,
pp. 279, 1-120, 1-510 to I-542. Indeed, while the transfer of an identical
function from the Department of Human Resources to the Department of
Budget and Fiscal Planning was originally effected by an Executive Order
because it was being implemented during a fiscal year, E.0. 01.01.1974.15
(Consolidation of Data Processing, June 11, 1974), Code, Vol 9A, pp.
5568-559, that Order has since been rescinded, E.0. 01.01.1976.04 (August
4, 1976), Code, Vol. 9A, p. 559, and that functicn remains with the Depart-
ment of Budget and Fiseal Planning by authority of the Budget alone.

Appendices not published in this volume, o




