In Re: * IN THE CONSUMER

ACI Worldwide Corp., * PROTECTION DIVISION
6060 Coventry Dr.
Elkhorn, Nebraska 68022, and * OFFICE OF
ACI Payments, Inc. * THE ATTORNEY GENERAL
6060 Coventry Dr.
Elkhorn, Nebraska 68022. * OF MARYLAND
%
* % * % * % * % * * * * & & * *

ASSURANCE OF VOLUNTARY COMPLIANCE

1. This Assurance of Discontinuance/Assurance of Voluntary Compliance'
(“Assurance” or “Agreement”) is entered into by the Attorneys General of the Participating States
as set forth in Exhibit A (collectively, the “Participating Attorneys General””);> and ACI Worldwide
Corp. (“ACI Corp.”), ACI Payments, Inc. (“ACI Payments” ), and their successors and assigns
(collectively, “ACI”) to resolve an investigation of the Participating Attorneys General into the
Money Transmission Instruction Error. ACI enters into this Assurance solely for the purpose of
resolving certain disputed claims of the Participating States. The Assurance of Voluntary

Compliance shall not be considered an admission of a prior violation of law.

! This Assurance of Voluntary Compliance shall, for all necessary purposes, also be considered an Assurance of
Discontinuance. With regard to Virginia, this document shall be titled and considered an “Agreement.”

2 For ease of reference, this entire group will be referred to collectively herein as the “Participating Attorneys General”
or individually as “Participating Attorney General.” Such designations, however, as they pertain to Connecticut, shall
refer to the Attorney General, both acting on his own behalf and as authorized by the Commissioner of the Department
of Consumer Protection. Such designations, as they pertain to Hawaii, shall refer to the Executive Director of the State
of Hawaii Office of Consumer Protection. Such designations, as they pertain to Maryland, shall refer to the Consumer
Protection Division of the Office of the Attorney General of Maryland, which has authority to enter into this Assurance
pursuant to Md. Code Ann., Com. Law § 13-402. Such designations, as they pertain to Utah, shall refer to the Division
of Consumer Protection of the Utah Department of Commerce.



PARTIES

2. ACI Payments is a Delaware corporation with headquarters located in Elkhorn,
Nebraska. ACI Payments is a wholly owned subsidiary of ACI Corp., a Nebraska corporation.
ACI Corp. has direct and/or indirect control over ACI Payments and shares integrated services
involving information technology (“IT”) and other operational aspects of the enterprise pursuant
to intercompany agreements.

3. In consideration of their mutual agreement to the terms of this Assurance, and such
other consideration as described herein, the sufficiency of which is hereby acknowledged, the
Participating Attorneys General and ACI (collectively, the “Parties”) hereby agree as follows:

I. BACKGROUND

4. This Assurance follows an investigation by the Participating Attorneys General and
the State Money Transmission Regulators® into the incident that occurred on or around April 23,
2021, which considered whether ACI violated the Participating States’ state consumer protection
and trade practice statutes and regulations, including the statutes listed in Exhibit A (collectively,
the “Consumer Statutes”).

5. ACI Payments is licensed as a money transmitter under the laws and regulations of
every state which requires licensure.

6. ACI’s Speedpay bill payment solution is marketed as an electronic platform
providing electronic bill presentment and payment services, including allowing for one-time and

recurring billing and payment processing capabilities (the “Speedpay Platform™).

3 The state money transmission regulators of States of Alabama, Alaska, Arizona, Arkansas, California, Connecticut,
Delaware, Florida, Georgia, Hawaii, Idaho, Illinois, Iowa, Kansas, Maine, Maryland, Michigan, Minnesota,
Mississippi, Nebraska, Nevada, New Hampshire, New Jersey, New Mexico, New York, North Carolina, North
Dakota, Ohio, Oklahoma, Oregon, Rhode Island, South Carolina, South Dakota, Tennessee, Texas, Utah, Vermont,
Washington, West Virginia, the Commonwealths of Kentucky, Pennsylvania, Puerto Rico, and Virginia, and the
District of Columbia (“State Money Transmission Regulators™) have entered into a separate Settlement Agreement
and Consent Order with ACI.



7. ACI Corp. acquired the Speedpay Platform in May 2019 with a two-year transition
services agreement with the previous owner of Speedpay. Speedpay was subsequently merged into
ACI Payments. Commencing March 1, 2021, ACI assumed IT responsibility for supporting and
maintaining the Speedpay Platform. At the time of this transition, the Speedpay Platform was still
hosted in the previous owner’s IT environment with certain services still provided by legacy third-
party vendors.

8. A large U.S. residential mortgage lending and servicing company (the “Mortgage
Company™) used the Speedpay Platform for payment processing services as it related to its
residential mortgage servicing activities. ACI, as a vendor for the Mortgage Company, regularly
processed mortgage payments for certain consumer mortgage borrowers whose loans were
serviced by the Mortgage Company. ACI created Automated Clearing House (“ACH”) files used
to facilitate bill payment for those consumer borrowers and remitted the debited funds to the
Mortgage Company’s bank account and remitted credited funds to borrowers’ bank accounts.

0. On or about April 23, 2021, ACI conducted testing to optimize the Speedpay
Platform’s ACH processing code to increase the rate at which ACH files were generated for
production through the Speedpay Platform for the Mortgage Company (the “Speedpay
Optimization Project”). To accomplish the Speedpay Optimization Project, ACI’s testing used
consumer information previously obtained through its processing of debit and credit transactions
for the Mortgage Company. The State Money Transmission Regulators determined that during the
Speedpay Optimization Project, the legacy vendors’ circumvention of internal data security
controls and a lack of segregation between internal production and testing environments resulted

in 1,432,821 ACH debit and credit entries being unintentionally and erroneously sent to the ACH



Network. These entries related to 478,568 customer borrowers of the Mortgage Company and
reflected a total dollar value of $2,389,173,559.05 (the “Money Transmission Instruction Error”).

10. ACI became aware of the Money Transmission Instruction Error the morning of
the day following the submission of the erroneous files, a Saturday, and took immediate steps with
the intent to reverse the erroneous debits and credits and to minimize the impact of the Money
Transmission Instruction Error on consumers. During the course of the investigation, ACI
represented to the Participating Attorneys General that although these credits and debits were
reflected on the consumers’ respective accounts, the steps taken to reverse the erroneous debits
and credits resulted in approximately 99.998% of the erroneous debit entries being offset before
any funds moved from consumer accounts. ACI represents that by the end of May 2021, all of the
accounts impacted by erroneous debit entries had been corrected.

11. Some consumers impacted by the Money Transmission Instruction Error received
excess credits to their accounts from ACI’s funds, which were deposited as part of the process of
reversing the erroneous debits. ACI represents that as of the end of August 2021, the total balance
of excess credits deposited in these consumers’ accounts was approximately $2.9 million. ACI has
represented that it has waived its right to recoup these excess credits from consumers.

12. Although the full indirect consumer impact is undetermined as of the Effective Date
of this Assurance, approximately 2,710 consumers reported to the Mortgage Company that they
experienced financial harm as a result of the Money Transmission Instruction Error.

13. Shortly after ACI became aware of the Money Transmission Instruction Error, ACI
investigated all its server settings and prevented communications between all applicable

production and testing/quality assurance servers. ACI has represented to the Participating



Attorneys General that it has implemented and is in the process of implementing additional
safeguards to prevent duplicate transactions from being processed.

14. The State Money Transmission Regulators determined that the Money
Transmission Instruction Error was possible due to significant defects in ACI’s privacy and data
security procedures and technical infrastructure related to the Speedpay platform. Specifically, the
level of supervision and training of vendor personnel and system controls on the Speedpay
platform did not ensure that: (1) vendors followed required policies, procedures, and practices such
as sending production database requests to the correct group and validating that the databases were
scrubbed to remove consumer data and (2) that there were sufficient technological safeguards to
enforce the forgoing policies and procedures.

15. The Participating Attorneys General enter this Assurance with the understanding
that the State Money Transmission Regulators have entered into a Settlement Agreement and
Consent Order with ACI in coordination with this Assurance.

II. DEFINITIONS

16.  For purposes of this Assurance, the following definitions* shall apply:

a. “Client” means the entity for whom ACI is processing payment transactions of any
type.

b. “Consumer” means a natural person who has authorized ACI, either directly or
through a third-party Client, to process any payment, including any ACH debit or
credit transaction.

c. “Consumer Information” has the same meaning as “customer information” as
that term is defined in 16 C.F.R. 314.2(d).

d. “Day or days” means calendar days.

e. “Effective Date” means October 17, 2023.

4 All definitions shall equally apply to any plural or possessive forms of the defined term.



f. “Money Transmission Instruction Error” means the incident that occurred on or
around April 23, 2021, in which ACI impermissibly initiated 1,432,821 ACH debit
and credit transactions impacting 478,568 customer borrowers of a mortgage
company with a total dollar value of $2,389,173,559.05.

g. “Security Event” means any compromise by (1) unauthorized access, (2)
unauthorized use, or (3) inadvertent disclosure, that impacts the confidentiality,
integrity, or availability of any Consumer Information held or stored by ACI or any
Third-Party Vendor, including but not limited to a data breach as defined by the
laws of any Participating State.

h. “The State Money Transmission Regulators’ Consent Order” means the
Settlement Agreement and Consent Order that ACI and the respective state money
transmission regulatory agencies of States of Alabama, Alaska, Arizona, Arkansas,
California, Connecticut, Delaware, Florida, Georgia, Hawaii, Idaho, Illinois, lowa,
Kansas, Maine, Maryland, Michigan, Minnesota, Mississippi, Nebraska, Nevada,
New Hampshire, New Jersey, New Mexico, New York, North Carolina, North
Dakota, Ohio, Oklahoma, Oregon, Rhode Island, South Carolina, South Dakota,
Tennessee, Texas, Utah, Vermont, Washington, West Virginia, the
Commonwealths of Kentucky, Pennsylvania, Puerto Rico, and Virginia, and the
District of Columbia entered into on or around October 16, 2023 regarding the
Money Transmission Instruction Error.

1. “Synthetic Data” means data that is artificially manufactured, rather than
generated by real-world transactions. Synthetic Data is not traceable to any specific
Consumer Information and is used to protect Consumer Information from
inadvertent or unauthorized disclosure, use, or access.

J.  “Third-Party Vendor” means any third-party hired by ACI to process or assist in
the processing of Consumer payments or who otherwise has access to Consumer
Information on ACI’s internal software or systems.

III. APPLICATION

17. The duties, responsibilities, burdens, and obligations undertaken in connection with
this Assurance shall apply to ACI, and its officers, directors, and employees.

IV.  ASSURANCES

18. ACI must not process any payment, which includes any ACH debit or credit
transaction, that it knows or should know, with the exercise of reasonable diligence, exceeds the
Consumer’s express authorization or instruction, whether made directly to ACI or through a third-

party Client for whom ACI is processing payments.



19. ACI must not use Consumer Information, including ACH information or other
Consumer payment information, except (1) as authorized by the Consumer, (2) when necessary to
process the transaction, or (3) as required by law, regulation, or rule.

20. When testing ACI software or systems, ACI must use only Synthetic Data. The
“Qualified Individual(s)”, as described in further detail below, may permit an exception to the
requirement in the prior sentence only if the Qualified Individual determines that (a) it is not
reasonably practical to obtain rigorous and reliable results from a given test without using data that
reflects the structure, volume, specificity, and diversity of Consumer Information and (b) such
Consumer Information is subject to documented controls, as approved by a Qualified Individual,
to ensure it is handled, processed, and disposed of in a secure manner and in conformity with the
obligations in this Assurance. If the Qualified Individual grants an exception under this paragraph,
the decision must be documented in writing and include the following items: the purpose and
nature of the test; the date on which the test will be performed; a description of the specific dataset
to be used in the test; and the reason(s) why Synthetic Data could not have reasonably been used.
ACI will produce all documents relating to the granting of any exception to this paragraph upon
request by any Participating Attorney General. This term shall expire five (5) years after the
Effective Date of this Assurance. Nothing in this Paragraph should be construed or applied to
excuse ACI from its obligation to comply with all applicable state and federal laws, regulations,
and rules.

21. ACI must maintain at all times the segregation of any testing, development, or

quality assurance environment from its production environment.



22. ACI must ensure that any ticketing system used to request or obtain Consumer
Information, including but not limited to the Jira ticketing system, cannot be circumvented through
other forms of communication including but not limited to emails, phone calls, or messaging.

23. ACI must maintain at all times a comprehensive information security program
(“Information Security Program”) with the core objectives being (a) to ensure the security and
confidentiality of Consumer Information; (b) to protect against any reasonably anticipated threats
or hazards to the security or integrity of such information; and (c¢) to protect against unauthorized
access to or use of such information that could result in substantial harm or inconvenience to any
Consumer. An Information Security Program that satisfies the requirements of the State Money
Transmission Regulators’ Consent Order shall satisfy the requirements of this paragraph.

24. As part of its Information Security Program, ACI must promptly ascertain and
remediate any Consumer harm caused by a breach of the security or confidentiality of Consumer
Information or unauthorized access or use of such information.

25. ACI must maintain at all times a cybersecurity program (“Cybersecurity Program™)
designed to timely: (a) assess the nature, scope, and impact of a cyber incident; (b) contain the
incident and mitigate its impact; (c) notify appropriate internal and external stakeholders (such as
law enforcement, regulators, and other public authorities, as well as shareholders, third party
service providers, and Consumers); (d) coordinate joint response activities as needed; and (e)
promptly ascertain and remediate any Consumer harm. A Cybersecurity Program that satisfies the
requirements of the State Money Transmission Regulators’ Consent Order shall satisfy the

requirements of this paragraph.



26. ACI must utilize at all times one or more “Qualified Individuals” responsible for
overseeing, implementing, and enforcing the Information Security Program and the Cybersecurity
Program (collectively, the “Programs”).

27. Each Qualified Individual must directly deliver reports, make presentations, and
have the authority to unilaterally escalate issues to the appropriate ACI Board of Directors, the
appropriate committee(s) of the Board of Directors, and the appropriate members of senior
management.

28. Each Qualified Individual must have the requisite background, experience, and
skillset necessary to fulfill the responsibilities of this position.

29. Each Qualified Individual must have all of the authorities and responsibilities
needed to oversee, implement, and enforce the Programs given a business enterprise having the
size, operational complexity, and overall risk profile of ACI.

30. ACI must, at all times, document the Programs in writing and must ensure that the
Programs are, at all times, appropriate to ACI’s size, its complexity, the nature and scope of its
activities, and the sensitivity of the data at issue.

31. ACI must regularly test or monitor the effectiveness of the Programs in accordance
with the State Money Transmission Regulators’ Consent Order.

32. ACI must utilize at all times processes to monitor and reconcile all ACH entries
submitted to the Originating Depository Financial Institution (“ODFI”) to ensure the accuracy and
integrity of such entries. Controls shall include the prevention of duplicate ACH files from being
processed by the ODFI and address potentially duplicative ACH files in a timely matter. ACI shall
also perform daily reviews when the ACH Network is operating of ACH files to reconcile the

ACH files sent to the ODFI with the information provided to ACI by the ODFI.



33. ACI must dispose of Consumer Information in any format no later than two years
after the last date the information is used in connection with the provision of a product or service
to which it relates, unless such information is necessary for historic payments research, is
otherwise required to be retained by law, rule or regulation, or where targeted disposal is not
reasonably feasible due to the manner in which the information is maintained. Disposal of
Consumer Information must be by means that protect against unauthorized access to the Consumer
Information, such as by shredding, erasing, or otherwise modifying the Consumer Information in
the records, to make the Consumer Information unreadable or undecipherable through any means.

34, ACI must make the applicable parts of the Information Security Program,
Cybersecurity Program, Disposal Policy, and any training, FAQs, or other descriptive materials
related to the Programs and the Disposal Policy easily accessible to ACI employees and any
relevant employees of Third-Party Vendors on an easy-to-find page of ACI’s intranet or similar
electronic form.

35. All ACI employees must attend a training, at least annually, pertaining to ACI’s
Information Security Program, Cybersecurity Program, and Disposal Policy. All new employees
must be trained on ACI’s Information Security Program, Cybersecurity Program, and Disposal
Policy within thirty (30) days of hire.

36. ACI must: (a) take reasonable steps to select and retain Third-Party Vendors that
are capable of maintaining appropriate safeguards to ensure, at a minimum, the confidentiality,
integrity, and availability of the Consumer Information at issue; (b) periodically assess ACI’s
Third-Party Vendors based on the risk they present and the continued adequacy of their safeguards;

and (c¢) require ACI’s Third-Party Vendors by contract to implement and maintain such safeguards.
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37. ACI must require that all relevant Third-Party Vendors’ employees with access to
Consumer Information on ACI’s system attend ACI’s annual training pertaining to ACI’s
Information Security Program, Cybersecurity Program and Disposal Policy.

38. ACI must provide a copy of this Assurance (a) to all existing Third-Party Vendors
within thirty (30) days of the Effective Date of this Assurance and (b) for a period of two (2) years
from the Effective Date of this Assurance, to any new Third-Party Vendors prior to entering into
any contract for services. For a period of two (2) years from the Effective Date of this Assurance,
ACI must collect and preserve a written statement from the Third-Party Vendor acknowledging
receipt of this Assurance before the Third-Party Vendor performs any services for ACI.

39. By entering into this Assurance, ACI certifies that all known Consumer financial
harm arising out of the Money Transmission Instruction Error has been compensated or
remediated. To the extent additional Consumer harm becomes known and can be verified, ACI
must compensate or remediate any such harm.

40. ACI must promptly ascertain and compensate or remediate all Consumer harm
caused by ACI’s failure to comply with the terms of this Assurance, including Consumer harm
related to acts or omissions by a Third-Party Vendor, or any future money transmission error.

V. MONITORING

41. Within fourteen (14) days of the Effective Date of this Assurance, ACI must
provide to the Participating Attorneys General the contact information of an executive-level
employee who may be contacted to discuss any issues related to this Assurance.

42.  In addition to complying with any law applicable to security breaches, for a period
of five (5) years from the Effective Date of this Assurance, if ACI experiences a Security Event

impacting Consumer Information, ACI must notify the Participating Attorneys General of the
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Security Event and provide the following information within thirty (30) days of ACI’s
determination that a Security Event has occurred:

a. The facts of the incident;

b. The number of Consumers impacted, broken down by state;

c. The amount of harm experienced by Consumers, broken down by state;

d. The steps ACI has taken to correct the incident; and

e. The steps ACI has taken to make Consumers whole.
ACI must send (electronically and via first class mail or common carrier) any notice required by
this Paragraph to the contact person for each Participating Attorney General’s office as designated
in Paragraph 60 of this Assurance. Any Participating Attorney General may update its designee or
address by sending written notice to ACI informing ACI of the change.

VI. ENFORCEMENT

43.  The provisions of this Assurance are enforceable by the Participating Attorneys
General. The Participating Attorneys General, jointly or individually, may make such application
as appropriate to enforce or interpret the provisions of this Assurance or, in the alternative, may
maintain any action within their legal authority. In any action to enforce this Assurance, the
Participating Attorney(s) General may seek any appropriate relief authorized by law.

44.  An enforcement action under this Assurance may be brought solely by the
Consumer Protection Division, Office of the Attorney General of Maryland. No provision of this
Assurance shall be construed as providing a private right of action to enforce its terms, nor shall
any provision of this Assurance be construed as a release of any claim that a Consumer may have

against ACL
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VII. PAYMENT TO THE PARTICIPATING ATTORNEYS GENERAL

45. ACI shall pay $236,076.98 to the Consumer Protection Division, Office of the
Attorney General of Maryland. Said payment shall be used by the Consumer Protection Division
of the Maryland Attorney General’s Office, at the sole discretion of the Attorney General, for
consumer protection purposes, including consumer protection enforcement or consumer
education, monitoring and potential enforcement of this Assurance, or any other public purpose
permitted by state law. Payment to the Consumer Protection Division, Office of the Attorney
General of Maryland shall be made within twenty (20) calendar days of receiving written payment
processing instructions from the Consumer Protection Division, Office of the Attorney General of
Maryland.

46. The Parties acknowledge and agree that ACI is entering into separate agreements
in substantially the same form as this Assurance with each of the Participating Attorneys General,
and that the aggregate amount of the required payments under those agreements and this Assurance
is Ten Million Dollars ($10,000,000).

VIII. RELEASE

47. Upon full payment of the amounts due under Section VII of this Assurance, the
Participating Attorneys General shall hereby release and forever discharge ACI and its past and
present officers, directors, and employees, from all civil claims that the Participating Attorneys
General could have brought under the Consumer Statutes or 12 U.S.C. § 5536(a)(1)(B) based on
ACTI’s conduct related to the Money Transmission Instruction Error. Nothing contained in this
paragraph shall be construed to limit the ability of any Participating Attorney General to enforce
the obligations that ACI has under this Assurance. Further, nothing in this Assurance shall be

construed to create, waive, limit, settle, release, or resolve any private right of action, including
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such private causes of action, claims, or remedies that could be brought under the Consumer
Statutes.

IX. PRESERVATION OF AUTHORITY

48.  Nothing in this Assurance shall be construed to limit the authority or ability of the
Consumer Protection Division, Office of the Attorney General of Maryland to protect the interests
of the State of Maryland or the people of the State of Maryland. This Assurance shall not bar the
State of Maryland or any other governmental entity from enforcing laws, regulations, or rules
against ACI for conduct subsequent to or otherwise not covered by this Assurance. Further,
nothing in this Assurance shall be construed to limit the ability of the State of Maryland to enforce
the obligations that ACI has under this Assurance.

X. GENERAL PROVISIONS

49. The Parties understand and agree that this Assurance shall not be construed as an
approval or sanction by the Participating Attorneys General of ACI’s business practices, nor shall
ACI represent that this Assurance constitutes an approval or sanction of its business practices. The
Parties further understand and agree that any failure by the Participating Attorneys General to take
any action in response to any information submitted pursuant to this Assurance shall not be
construed as an approval or sanction of any representations, acts, or practices indicated by such
information, nor shall it preclude action thereon at a later date.

50. Nothing in this Assurance eliminates or alters ACI’s obligation to comply with any
applicable federal or state laws, regulations, rules, or any other requirements imposed by a federal
or state agency. In the event there is a conflict between this Assurance and any federal or state
laws, regulations, rules, or other requirements imposed by a federal or state agency, such that ACI
cannot comply with this Assurance without violating these requirements, ACI must document such

conflicts and notify the Participating Attorneys General that it intends to comply with the
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requirements to the extent necessary to eliminate the conflict. Any Participating Attorney General
may request a meeting, to be held within thirty (30) days of the request, to discuss the steps ACI
has implemented to resolve the conflict, and ACI must comply with any such reasonable request.

51. ACI shall deliver a copy of this Assurance to, or otherwise fully apprise, each of its
current officers of the rank of executive vice president or above, the executive management officer
having decision-making authority with respect to the subject matter of this Assurance, and each
member of ACI Corp’s Board of Directors within ninety (90) days of the Effective Date. For a
period of five (5) years from the Effective Date of this Assurance, ACI shall deliver a copy of this
Assurance to, or otherwise fully apprise, any new officers of the rank of executive vice president
or above, any new executive management officer having decision-making authority with respect
to the subject matter of this Assurance, and each new member of the ACI Corp’s Board of
Directors, within ninety (90) days from which such person assumes his/her position with ACI.
Upon the expiration of this paragraph ACI is still obligated to comply with the terms of this
Assurance.

52. In states in which a statute requires that this Assurance be filed with and/or
approved by a court, ACI consents to the filing of this Assurance and to its approval by a court in
such state, and authorizes the Participating Attorneys General in such states to represent that ACI
does not object to the request that the court approve the Assurance.> ACI further consents to be
subject to the jurisdiction of such courts (if legally required) for the exclusive purpose of having
such courts approve or enforce this Assurance. To the extent there are any court costs associated
with the filing of this Assurance (if legally required), ACI agrees to pay such costs. No court costs,

if any, shall be taxed against any Participating Attorney General.

> ACI understands each Participating Attorney General will conform this Assurance in accordance with statute, rule,
or practice and may add a cover page or caption to the document as necessary.
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53. ACI shall not participate in any activity or form a separate entity or corporate entity
for the purpose of engaging in acts or practices in whole or in part that are prohibited by this
Assurance or for any other purpose that would otherwise circumvent any term of this Assurance.
ACI shall not knowingly cause, permit, or encourage any other persons or entities acting on its
behalf to engage in practices prohibited by this Assurance.

54. This Assurance may be executed by counterparts all of which together shall
constitute one and the same document. One or more counterparts of this Assurance may be
delivered by electronic transmission with the intent that it or they shall constitute an original
counterpart thereof.

55. The undersigned ACI representatives state that they are authorized to enter into and
execute this Assurance on behalf of ACI and further agree to execute and deliver all authorizations,
documents, and instruments which are necessary to carry out the terms and conditions of this
Assurance.

56. ACI agrees that this Assurance does not entitle it to seek or to obtain attorneys’ fees
as a prevailing party under any statute, regulation, or rule, and ACI further waives any right to
recover attorneys’ fees related to this Assurance from the Participating Attorneys General or the
Participating States that may arise under any statute, regulation, or rule.

57. This Assurance shall not be construed to waive any claims of sovereign immunity
the Participating Attorneys General may have in any action or proceeding.

58. This Assurance is not intended for use by any third-party in any other proceeding
and is not intended, and should not be construed as, an admission of any wrongdoing or liability

by ACI related to the Money Transmission Instruction Error.
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XI. SEVERABILITY

59. If any clause, provision, or section of this Assurance is, for any reason, held illegal,
invalid, or unenforceable, such illegality, invalidity, or unenforceability shall not affect any other
clause, provision or section of this Assurance, and this Assurance shall be construed and enforced
as if such illegal, invalid, or unenforceable clause, section or provision had not been contained
herein.

XII. NOTICE/DELIVERY OF DOCUMENTS

60. Any notices or other documents required to be sent under this Assurance (including
the notice requirements required by Paragraph 42 of this Assurance) shall be sent to the following
designated contacts:

For the Consumer Protection Division of the Office of the Attorney General of
Maryland:

Wilson Meeks 111

Assistant Attorney General
200 St. Paul Place, 16" Floor
Baltimore, MD 21202
wmeeks@oag.state.md.us

Chief, Consumer Protection Division
200 St. Paul Place, 16th Floor
Baltimore, MD 21202
consumer(@oag.state.md.us

For ACI:

Courtney Snyder

Jones Day

500 Grant Street, Suite 4500
Pittsburgh, PA 15219
clsnyder@jonesday.com

Dennis Byrnes

ACI Worldwide

6060 Coventry Drive

Elkhorn, NE 68022
dennis.byrnes@aciworldwide.com
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61. Any party may update its designee or address by sending written notice to the other
party informing them of the changes.

62. All notices or other documents to be provided under this Assurance shall be sent
electronically and via first class mail or other nationally recognized courier service that provides
for tracking services and identification of the person signing for the notice or document and shall
be deemed to be sent upon mailing.

CONSENTED AND AGREED TO BY:

[Parties’ signatures continued on the following pages.]
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FOR ACI WORLDWIDE CORP.

By: oy Date: Oct. 17 2023

ﬂ,

Scott Behrens
President
ACI Worldwide Corp.
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FOR ACI PAYMENTS, INC.

By: X /7/L/ Date: Oct. l;L 2023

(2
Benjamin { Mitchell

President
ACI Payments, Inc.
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CONSUMER PROTECTION DIVISION
OFFICE OF THE ATTORNEY GENERAL OF MARYLAND

By: M 3%2 Date: |0/19 /01093

Wilson M. Meeks III
Assistant Attorney General
Consumer Protection Division
Office of the Attorney General
200 St. Paul Place, 16th Floor
Baltimore, MD 21202
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EXHIBIT A: PARTICIPATING STATES

States And Territories

Consumer Protection Laws

Alabama Ala. Code §§ 8-19-1, et seq.

Alaska Alaska Stat. §§ 45.50.471, et seq.
Arizona Ariz. Rev. Stat. §§ 44-1521, et seq.
Arkansas Ark. Code §§ 4-88-101, et seq.
California Cal. Bus. & Prof. Code §§ 17200 et seq.
Colorado C.R.S. §§ 6-1-101, et seq.

Connecticut Conn. Gen. Stat. §§ 42-110b, et seq.
Delaware 6 Del. C. §§ 2511, et seq.

Florida Fla. Stat. §§ 501.201, et segq.

Georgia 0.C.G.A. § §10-1-390, et seq.

Hawaii Haw. Rev. Stat. Chpts. 480 and 481 A
Idaho Idaho Code § §48-601 et seq.

Ilinois 815 ILCS 505/1 et seq.

Indiana Indiana Code §§ 24-5-0.5-1, et seq.
Iowa Iowa Code §§ 714.16, et seq.

Kansas Kan. Stat. §§ 50-623, ef seq.

Kentucky Ky. Rev. Stat. §§ 367.110, et seq.
Louisiana La. Rev. Stat. §§ 51:1401, et seq.
Maine 5 M.R.S.A. §§ 205-A, et segq.

Maryland Md. Com. Law Code §§ 13-101, ef seq.
Massachusetts Mass. Gen. Laws Ch. 93A, §§ 1-11, et seq.
Michigan MCL 445.901 et seq.

Minnesota Minn. Stat. §§ 325F.68-.694, 325D.43—-.48, 325F.67
Mississippi Miss. Code §§ 75-24-1, et seq.
Montana Mont. Code § 30-14-103
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States And Territories

Consumer Protection Laws

Nebraska

Neb. Rev. Stat. §§ 59-1601, et seq., §§ 87-301, et seq.

Nevada

NRS 598.0903, et seq.

New Hampshire

RSA 358-A, et seq.

New Jersey

N.J. Stat. 56:8-1, ef seq.

New York

N.Y. Exec. Law § 63(12); N.Y. Gen. Bus. Law §§ 349-350.

North Carolina

N.C. Gen. Stat. §§ 75-1.1, et seq.

North Dakota North Dakota Century Code §§ 51-15-01, ef seq.
Ohio Ohio Rev. Code 1345.01, et seq.

Oklahoma 15 0.S. §§ 751, et seq.

Oregon Or. Rev. Stat. §§ 646.605, et seq.

Pennsylvania 73 P.S. §§ 201-1, et segq.

Rhode Island R.I. Gen. Laws §§ 6-13.1-1, et segq.

South Carolina

South Carolina Code §§ 39-5-10 ef seq.

South Dakota S.D.C.L. Chapter 37-24

Tennessee Tenn. Code §§ 47-18-101, et seq.

Texas Tex. Bus. & Com. Code §§ 17.41, et seq.
Utah Utah Code §§ 13-11-1 through 23

Vermont 9 V.S.A. Chapter 63

Virginia Va. Code Ann. §§ 59.1-196, ef seq.
Washington RCW 19.86.010-19.86.920

West Virginia W. Va. Code §§ 46A-1-101, et seq.
Wisconsin Wis. Stat. §§ 100.18, 100.26(4), and 100.263
Wyoming Wyo. Stat. §§ 40-12-101 --114

District of Columbia

D.C. Code §§ 28-3901 et seq.

Puerto Rico

10 P.R. Laws §§ 257 et seq.
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	ASSURANCE OF VOLUNTARY COMPLIANCE
	1. This Assurance of Discontinuance/Assurance of Voluntary Compliance0F  (“Assurance” or “Agreement”) is entered into by the Attorneys General of the Participating States  as set forth in Exhibit A (collectively, the “Participating Attorneys General”)...

	PARTIES
	2. ACI Payments is a Delaware corporation with headquarters located in Elkhorn, Nebraska.  ACI Payments is a wholly owned subsidiary of ACI Corp., a Nebraska corporation. ACI Corp. has direct and/or indirect control over ACI Payments and shares integr...
	3. In consideration of their mutual agreement to the terms of this Assurance, and such other consideration as described herein, the sufficiency of which is hereby acknowledged, the Participating Attorneys General and ACI (collectively, the “Parties”) ...

	I. BACKGROUND
	4. This Assurance follows an investigation by the Participating Attorneys General and the State Money Transmission Regulators2F  into the incident that occurred on or around April 23, 2021, which considered whether ACI violated the Participating State...
	5. ACI Payments is licensed as a money transmitter under the laws and regulations of every state which requires licensure.
	6. ACI’s Speedpay bill payment solution is marketed as an electronic platform providing electronic bill presentment and payment services, including allowing for one-time and recurring billing and payment processing capabilities (the “Speedpay Platform...
	7. ACI Corp. acquired the Speedpay Platform in May 2019 with a two-year transition services agreement with the previous owner of Speedpay. Speedpay was subsequently merged into ACI Payments. Commencing March 1, 2021, ACI assumed IT responsibility for ...
	8. A large U.S. residential mortgage lending and servicing company (the “Mortgage Company”) used the Speedpay Platform for payment processing services as it related to its residential mortgage servicing activities. ACI, as a vendor for the Mortgage Co...
	9. On or about April 23, 2021, ACI conducted testing to optimize the Speedpay Platform’s ACH processing code to increase the rate at which ACH files were generated for production through the Speedpay Platform for the Mortgage Company (the “Speedpay Op...
	10. ACI became aware of the Money Transmission Instruction Error the morning of the day following the submission of the erroneous files, a Saturday, and took immediate steps with the intent to reverse the erroneous debits and credits and to minimize t...
	11. Some consumers impacted by the Money Transmission Instruction Error received excess credits to their accounts from ACI’s funds, which were deposited as part of the process of reversing the erroneous debits. ACI represents that as of the end of Aug...
	12. Although the full indirect consumer impact is undetermined as of the Effective Date of this Assurance, approximately 2,710 consumers reported to the Mortgage Company that they experienced financial harm as a result of the Money Transmission Instru...
	13. Shortly after ACI became aware of the Money Transmission Instruction Error, ACI investigated all its server settings and prevented communications between all applicable production and testing/quality assurance servers. ACI has represented to the P...
	14. The State Money Transmission Regulators determined that the Money Transmission Instruction Error was possible due to significant defects in ACI’s privacy and data security procedures and technical infrastructure related to the Speedpay platform. S...
	15. The Participating Attorneys General enter this Assurance with the understanding that the State Money Transmission Regulators have entered into a Settlement Agreement and Consent Order with ACI in coordination with this Assurance.

	II. DEFINITIONS
	16. For purposes of this Assurance, the following definitions3F  shall apply:

	III. APPLICATION
	17. The duties, responsibilities, burdens, and obligations undertaken in connection with this Assurance shall apply to ACI, and its officers, directors, and employees.

	IV. ASSURANCES
	18. ACI must not process any payment, which includes any ACH debit or credit transaction, that it knows or should know, with the exercise of reasonable diligence, exceeds the Consumer’s express authorization or instruction, whether made directly to AC...
	19. ACI must not use Consumer Information, including ACH information or other Consumer payment information, except (1) as authorized by the Consumer, (2) when necessary to process the transaction, or (3) as required by law, regulation, or rule.
	20. When testing ACI software or systems, ACI must use only Synthetic Data. The “Qualified Individual(s)”, as described in further detail below, may permit an exception to the requirement in the prior sentence only if the Qualified Individual determin...
	21. ACI must maintain at all times the segregation of any testing, development, or quality assurance environment from its production environment.
	22. ACI must ensure that any ticketing system used to request or obtain Consumer Information, including but not limited to the Jira ticketing system, cannot be circumvented through other forms of communication including but not limited to emails, phon...
	23. ACI must maintain at all times a comprehensive information security program (“Information Security Program”) with the core objectives being (a) to ensure the security and confidentiality of Consumer Information; (b) to protect against any reasonab...
	24. As part of its Information Security Program, ACI must promptly ascertain and remediate any Consumer harm caused by a breach of the security or confidentiality of Consumer Information or unauthorized access or use of such information.
	25. ACI must maintain at all times a cybersecurity program (“Cybersecurity Program”) designed to timely: (a) assess the nature, scope, and impact of a cyber incident; (b) contain the incident and mitigate its impact; (c) notify appropriate internal an...
	26. ACI must utilize at all times one or more “Qualified Individuals” responsible for overseeing, implementing, and enforcing the Information Security Program and the Cybersecurity Program (collectively, the “Programs”).
	27. Each Qualified Individual must directly deliver reports, make presentations, and have the authority to unilaterally escalate issues to the appropriate ACI Board of Directors, the appropriate committee(s) of the Board of Directors, and the appropri...
	28. Each Qualified Individual must have the requisite background, experience, and skillset necessary to fulfill the responsibilities of this position.
	29. Each Qualified Individual must have all of the authorities and responsibilities needed to oversee, implement, and enforce the Programs given a business enterprise having the size, operational complexity, and overall risk profile of ACI.
	30. ACI must, at all times, document the Programs in writing and must ensure that the Programs are, at all times, appropriate to ACI’s size, its complexity, the nature and scope of its activities, and the sensitivity of the data at issue.
	31. ACI must regularly test or monitor the effectiveness of the Programs in accordance with the State Money Transmission Regulators’ Consent Order.
	32. ACI must utilize at all times processes to monitor and reconcile all ACH entries submitted to the Originating Depository Financial Institution (“ODFI”) to ensure the accuracy and integrity of such entries. Controls shall include the prevention of ...
	33. ACI must dispose of Consumer Information in any format no later than two years after the last date the information is used in connection with the provision of a product or service to which it relates, unless such information is necessary for histo...
	34. ACI must make the applicable parts of the Information Security Program, Cybersecurity Program, Disposal Policy, and any training, FAQs, or other descriptive materials related to the Programs and the Disposal Policy easily accessible to ACI employe...
	35. All ACI employees must attend a training, at least annually, pertaining to ACI’s Information Security Program, Cybersecurity Program, and Disposal Policy. All new employees must be trained on ACI’s Information Security Program, Cybersecurity Progr...
	36. ACI must: (a) take reasonable steps to select and retain Third-Party Vendors that are capable of maintaining appropriate safeguards to ensure, at a minimum, the confidentiality, integrity, and availability of the Consumer Information at issue; (b)...
	37. ACI must require that all relevant Third-Party Vendors’ employees with access to Consumer Information on ACI’s system attend ACI’s annual training pertaining to ACI’s Information Security Program, Cybersecurity Program and Disposal Policy.
	38. ACI must provide a copy of this Assurance (a) to all existing Third-Party Vendors within thirty (30) days of the Effective Date of this Assurance and (b) for a period of two (2) years from the Effective Date of this Assurance, to any new Third-Par...
	39. By entering into this Assurance, ACI certifies that all known Consumer financial harm arising out of the Money Transmission Instruction Error has been compensated or remediated. To the extent additional Consumer harm becomes known and can be verif...
	40. ACI must promptly ascertain and compensate or remediate all Consumer harm caused by ACI’s failure to comply with the terms of this Assurance, including Consumer harm related to acts or omissions by a Third-Party Vendor, or any future money transmi...

	V. MONITORING
	41. Within fourteen (14) days of the Effective Date of this Assurance, ACI must provide to the Participating Attorneys General the contact information of an executive-level employee who may be contacted to discuss any issues related to this Assurance.
	42. In addition to complying with any law applicable to security breaches, for a period of five (5) years from the Effective Date of this Assurance, if ACI experiences a Security Event impacting Consumer Information, ACI must notify the Participating ...

	VI. ENFORCEMENT
	43. The provisions of this Assurance are enforceable by the Participating Attorneys General. The Participating Attorneys General, jointly or individually, may make such application as appropriate to enforce or interpret the provisions of this Assuranc...
	44. An enforcement action under this Assurance may be brought solely by the Consumer Protection Division, Office of the Attorney General of Maryland. No provision of this Assurance shall be construed as providing a private right of action to enforce i...

	VII. PAYMENT TO THE PARTICIPATING ATTORNEYS GENERAL
	45. ACI shall pay $236,076.98 to the Consumer Protection Division, Office of the Attorney General of Maryland. Said payment shall be used by the Consumer Protection Division of the Maryland Attorney General’s Office, at the sole discretion of the Atto...
	46. The Parties acknowledge and agree that ACI is entering into separate agreements in substantially the same form as this Assurance with each of the Participating Attorneys General, and that the aggregate amount of the required payments under those a...

	VIII. RELEASE
	47. Upon full payment of the amounts due under Section VII of this Assurance, the Participating Attorneys General shall hereby release and forever discharge ACI and its past and present officers, directors, and employees, from all civil claims that th...

	IX. PRESERVATION OF AUTHORITY
	48. Nothing in this Assurance shall be construed to limit the authority or ability of the Consumer Protection Division, Office of the Attorney General of Maryland to protect the interests of the State of Maryland or the people of the State of Maryland...

	X. GENERAL PROVISIONS
	49. The Parties understand and agree that this Assurance shall not be construed as an approval or sanction by the Participating Attorneys General of ACI’s business practices, nor shall ACI represent that this Assurance constitutes an approval or sanct...
	50. Nothing in this Assurance eliminates or alters ACI’s obligation to comply with any applicable federal or state laws, regulations, rules, or any other requirements imposed by a federal or state agency. In the event there is a conflict between this ...
	51. ACI shall deliver a copy of this Assurance to, or otherwise fully apprise, each of its current officers of the rank of executive vice president or above, the executive management officer having decision-making authority with respect to the subject...
	52. In states in which a statute requires that this Assurance be filed with and/or approved by a court, ACI consents to the filing of this Assurance and to its approval by a court in such state, and authorizes the Participating Attorneys General in su...
	53. ACI shall not participate in any activity or form a separate entity or corporate entity for the purpose of engaging in acts or practices in whole or in part that are prohibited by this Assurance or for any other purpose that would otherwise circum...
	54. This Assurance may be executed by counterparts all of which together shall constitute one and the same document. One or more counterparts of this Assurance may be delivered by electronic transmission with the intent that it or they shall constitut...
	55. The undersigned ACI representatives state that they are authorized to enter into and execute this Assurance on behalf of ACI and further agree to execute and deliver all authorizations, documents, and instruments which are necessary to carry out t...
	56. ACI agrees that this Assurance does not entitle it to seek or to obtain attorneys’ fees as a prevailing party under any statute, regulation, or rule, and ACI further waives any right to recover attorneys’ fees related to this Assurance from the Pa...
	57. This Assurance shall not be construed to waive any claims of sovereign immunity the Participating Attorneys General may have in any action or proceeding.
	58. This Assurance is not intended for use by any third-party in any other proceeding and is not intended, and should not be construed as, an admission of any wrongdoing or liability by ACI related to the Money Transmission Instruction Error.

	XI. SEVERABILITY
	59. If any clause, provision, or section of this Assurance is, for any reason, held illegal, invalid, or unenforceable, such illegality, invalidity, or unenforceability shall not affect any other clause, provision or section of this Assurance, and thi...

	XII. NOTICE/DELIVERY OF DOCUMENTS
	60. Any notices or other documents required to be sent under this Assurance (including the notice requirements required by Paragraph 42 of this Assurance) shall be sent to the following designated contacts:
	61. Any party may update its designee or address by sending written notice to the other party informing them of the changes.
	62. All notices or other documents to be provided under this Assurance shall be sent electronically and via first class mail or other nationally recognized courier service that provides for tracking services and identification of the person signing fo...
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